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IMPORTANT NOTICE  
TO ALL READERS! 

 
 

The copy you have in your hands was shared with you 
because you are a member of my family or are a close friend. 

 
This is your copy and I hope you find it interesting, 

but because of the sensitive nature of some of the material included 
 I request that you be discrete with it 

and do not share this document with anyone else.  
 
 
All of the work for the Central Intelligence Agency (the CIA) included in this document was 
once classified.  I have not included anything that I believe could possibly hurt our country,  
much of the technology discussed is now outdated and has been replaced by digital and other 
technologies.  I have deliberately excluded a few very interesting things that may still be 
sensitive.   
 
The work was classified ranging from Confidential, to Secret, to Top Secret.  My association 
with the CIA was “Confidential.”  But it gets a bit complicated and confusing.  For example, in 
1986 I received the CIA Agency Seal Medallion with a Citation that states in part “in recognition 
of his sustained outstanding assistance to the Central Intelligence Agency for over thirty years.”  
I asked the individual, the Chief of Protocol, in charge of the presentation about the classification 
of the Citation.  She told me that it was not classified and that I could show it to anyone.  So my 
association with the Agency is classified, but my “assistance to” the Agency “for over thirty 
years” is not classified.   
 
My original intentions were to write this only for my family.  Others have learned that I was 
writing it and have requested a copy. This is your copy and I hope you find it interesting, but 
again, I request that you be discrete with the copy and do not make it available to others. 
 
Thank you, 
 
Gaylord 
2007 
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PREFACE 
 
I often encounter individuals engaged in their employment and think how lucky I was to have 
had my work rather than theirs.  I see doctors going from one examination room after another to 
spend a few minutes with patients.  I see a dentist that sees one patient after another, drills out 
cavities and puts in fillings.  I see pharmacists standing behind a counter filling prescriptions.  
Each of these professionals probably made more money than I did, but I can’t understand what 
satisfaction they get out of their work. I understand that I see only part of their work and they 
may very much enjoy their work.  They might not have enjoyed the work that I did.  Certainly I 
saw colleagues at work that showed no enthusiasm for work similar to mine.  But in general I 
enjoyed my work.  
 
Not all of my work was enjoyable.  I struggled with some reports and proposals, but when they 
were finished I thought they were good and I was proud of them.  I thoroughly enjoyed most of 
my work in the laboratory, for the most part it was not routine, it was challenging with problems 
to solve. Three times I was offered a position in management. Three times I turned it down. I 
was outstanding in a laboratory; I would have been no better than average in management and 
possibly a failure and would have enjoyed it much less. Actually, in addition to my laboratory 
work, I was a program manager with responsibility and direction of several projects and the 
individuals working on them.  
 
I love to play games and much of my lab work was like playing a game.  Here is a problem, how 
can it be solved?  Here is a game, how can I win? 
 
I found my work interesting and hopefully I can present a description of it so you will find it 
interesting. 
 
I started this description of my career at Midwest Research Institute as one part of a family 
history that I have been preparing.  I have decided to let it be separate.  
 
Most of my work was done under contracts with the Central Intelligence Agency, the CIA. 
The work was classified ranging from Confidential, to Secret, to Top Secret.  My association 
with the CIA was Confidential.  My colleagues without a security clearance did not know who 
we were working for.  But the security clearance could get a bit complicated and confusing.  For 
example, in 1986 I received the CIA Agency Seal Medallion with a Citation that stated in part 
“in recognition of his sustained outstanding assistance to the Central Intelligence Agency for 
over thirty years.”  I asked the Chief of Protocol in charge of the presentation about the 
classification of the Citation.  She told me that it was not classified and that I could show it to 
anyone.  So my association with the Agency was classified, but my “assistance to” the Agency 
was not classified.   
 
All of the CIA work covered in this document was classified and technically may still be 
classified.  Therefore I urge you to be discrete with it.  There are a few topics that I would liked 
to have included but they may still be sensitive and they have not been included.  I do not think 
that I have included anything that could possibly hurt our country now.  I worked with many 
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different individuals at the CIA.  I mention several of them but for security reasons most are 
referred to by only their first name and last name initial.      
 
I dedicate this memoir to my wife, Erma Atkinson, who put up with me the many times when I 
worked long enjoyable hours.  She never complained and was proud of my work.   
 
Like my MRI reports, I have struggled to organize and write this document. I wish to thank our 
daughter Kathy (Dhyan) Atkinson for help in editing. 
 
Gaylord Atkinson 
September 25, 2006 
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SUMMARY 
 
Midwest Research Institute (MRI) is a not-for-profit contract research organization founded near 
the end of WWII for the purpose of providing technical support for the Kansas City area.  
Essentially all of the work is done for Clients (Sponsors).  Typically a problem is presented to 
MRI by a Client and MRI responds with a written “Proposal” that states what we plan to do to 
solve the problem and how much time it will take and how much it will cost.  If the client 
accepts the proposal, the work is conducted and reports submitted.   
      
I started work at MRI on February 1, 1951. I worked on a variety of projects including:  

• Determining the physical properties of fertilizers and how to keep them free flowing 
rather than hardening to form a solid cake in the bag 

• Determining the properties of vermiculite as related to its use as a soil conditioner and         
growing media  

• Developing a method for the detection and control of the moisture content of dry 
cleaning solvents  

• The development of the process for producing Folgers Instant Coffee  
• The development of a capillary ink reservoir for the Schaeffer Pen Company 
• A project for the Department of Agriculture to determine the solubility of about 

twenty different sugars in six solvents at four different temperatures   
• A series of projects with the Central Intelligence Agency (CIA) starting in April 1956 

and continuing until my retirement  
• Several projects for the EPA relating to the analysis of insulating materials for the 

presence of asbestos  
• An evaluation of the Michigan State Crime Laboratory  
• And numerous other small industrial projects 

 
I started work on a project for the Central Intelligence Agency (CIA) in April 1956.  My initial 
work for the CIA was related to the detection of secret writing.  Secret writing was very 
important for the CIA from before the time I started working on it until the mid 1980s when 
electronic devises gradually took over. (I believe that secret writing is still in some use.)   
 
A great deal of effort was spent on secret writing (SW).  In the 1950s, 1960s and 1970s there was 
a Secret Writing Branch in the CIA with 15 to 20 individuals and probably an additional 100 
people working on SW at about a dozen contractor facilities.  MRI was the only contractor 
working on the detection of SW, and we had a considerable influence in the SW field. I was once 
introduced at a Secret Writing Conference as the Free World’s leading expert in the detection of 
secret writing. It sounded impressive but on reflection I realized that my group was the only 
group in the United States concentrating on detection.  In a field of “one” you should be 
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outstanding!  All of the other contractors were developing new SW systems and providing 
supplies and support for existing systems. 
 
Arthur D. Little (ADL) of Cambridge Massachusetts had been the sole secret writing contractor 
during WWII and was the sole contractor from the time the CIA was formed in about1947 until 
1956.  They were primarily responsible for the considerable sophistication of secret writing and 
by the mid 1960s they were producing systems that were believed (and they claimed) to be 
completely secure. That is, they maintained that their secret writing systems could be made 
visible (recovered) only with their specific recovery treatment.  In 1968, MRI was given several 
of the systems and we were asked to try to detect them.  In about two weeks we detected 
messages from two or three systems and in three months we could detect messages of most of 
the systems and in six months we detected all but two of nearly one hundred systems.  The CIA 
panicked.  In six months they had gone from believing that their secret writing messages were 
completely secure to knowing that they were not secure. 
 
During the next few years the major SW effort of the Client and several contractors was to defeat 
our detection procedure.  Millions of dollars were spent with little success. We tried several 
approaches to defeat our own procedure that failed but we were the ones that finally came up 
with one that did work.  I will go into more detail about this later. 
 
Our success in the detection of secret writing led to several other secret writing-related projects 
including developing probe letters with microdots of chemical reagents to be sent through 
opposition mail channels. (Opposition meaning: The Soviet Block, Red China, and East 
Germany.)  These letters were obtained and analyzed to determine what censorship procedures 
had been used by the opposition.  We also detected and identified the chemicals used as secret 
inks by the opposition.    
 
In 1972, I became the Project Leader of a series of general analytical projects for the CIA.  This 
series continued for the remainder of my time at MRI.  We received more than one thousand 
samples for analysis during the more than twenty years of these projects.  The samples ranged 
from simple and easily analyzed to complex and/or challenging to analyze. They ranged from 
single samples that were unrelated to other samples to series of samples related to a particular 
subject. They ranged from not very important to very important. 
 
Many of the samples came from on-going operations. Results were wanted as soon as possible. In 
many cases delayed results were essentially worthless. I accepted the analysis of samples as a game, 
to be solved, without error, as quickly as possible.  The fast response was greatly appreciated. 
 
In 1986, I was awarded the Central Intelligence Agency Medallion for “outstanding 
contributions to the intelligence effort of the United States.”  I was only the fourth non-CIA 
employee to receive the Medallion.  No specific contributions were included in the citation but I 
believe I received the award because of the work related to SW detection, timely submission of 
analytical results, and the work on and a report of one very important sample that provided 
information that indicated that the Soviet Union’s submarine fleet had a superior system for air 
purification.  Erma was given special security clearance for the presentation of the award which 
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was presented in the Directors Conference Room with about 50 CIA employees and several MRI 
employees present.  Many from the CIA held high level positions.  The Medallion and the 
accompanying Citation are shown on the following pages.    
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The Front and Back of the Medallion Presented August 28, 1986 
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 11 

 

 
 
 

The Medallion presentation by Jim Hirsch, 
Deputy Director of the Science and Technology Directorate 

August 28, 1986 
 
There are four Directorates in the CIA.  The head of the CIA is the Director and there are four 
Deputy Directors.  This presentation was in August 1986.  Two years later when I had a heart 
attack I received a very nice letter from Jim.  Unfortunately, the letter was classified secret so I 
could not keep it. 
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A group picture after the presentation including Erma 
Jim Hirch, Gaylord Atkinson, Erma Atkinson, Jim’s Deputy Dr. Munsenmyer 
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SECTION 1   INTRODUCTION 
 
It is rather uncommon these days for an individual to spend an entire career with one 
organization, but, a few years after I started work at MRI, I became involved with a series of 
fascinating projects that I did not want to leave. These projects were for the Central Intelligence 
Agency, the CIA, during the time of the “Cold War,” and much of the work was directly or 
indirectly related to the Cold War.   These projects continued for the remainder of my 40 years of 
regular employment and an additional five years of part time employment because I found the 
work so interesting.   I have always loved the challenge of games and the majority of my work 
was like a series of games.  A problem was presented and the objective was to solve the problem.  
Some problems were solved within a few hours, some in a few days, and others after a few 
weeks or months, and one took more than twenty years.   
 
Perhaps because I grew up on a farm during the depression when there was little or no money to 
buy new things, problem solving was a way of life.  I developed a knack of solving problems that 
served me well in my career at MRI.  Problem solving is a dynamic process.  As information is 
obtained concerning the problem it is analyzed and the problem redefined.  Often unexpected 
results from an experiment or analysis are the key to solving the problem. I was always alert for 
unexpected results and what they might mean.  I will forever be amazed at many individuals, 
with science degrees, even PhD degrees, who hadn’t the slightest concept of problem solving, or 
the ability to think though a problem. Often they dismiss any results that they were not expecting 
and missed important clues for solving the problem.  Another important characteristic of being a 
good problem solver is how preliminary results are treated.  If early results suggest a certain 
answer, most people will design additional experiments only to support the suggested answer. In 
addition to that type of experimentation, I also tried to design experiments to show that the 
anticipated answer was wrong.  If I couldn’t prove that it was wrong, it made the “right” answer 
much more certain. And, if I was wrong, I wanted to be the one to find out first.   
  
People were part of my MRI experience and I will include some of them in the discussion. In 
general I worked with a very good group but there were exceptions. I especially enjoyed working 
with Paul Siewald I tend to give more negative coverage for the few than positive for the many. 
A few individuals did not live up to reasonable standards and they too contributed to my 
experience and MRI’s reputation. I will include a couple of these negative examples. I will 
include one here. 
 
I met many individuals from various parts of the CIA organization and for several years every 
new person that I met asked something like “Does Marty Wolf still work at MRI?” They might 
have forgotten her name but they all knew what she had done.  Marty, Dr. Wolf, did not work in 
my group.  She worked with a small group trying to develop a biological secret writing system. 
Her parents lived in New York City and she wanted a free trip home for Christmas so she 
arranged with her Project Leader to have a project meeting in Washington D.C. and deliver a 
report.  The CIA individual that she normally contacted was off for Christmas and she met with 
the Deputy Branch Chief, John V.  John was a very nice, low-key individual.  Marty delivered 
the report and they went over it.  John told her that it was unacceptable.  (I later saw the report 
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(About 1948)  Gaylord working at the 
photo lab of the Soil Conservation 
Service while he was enrolled at the 
University of Nebraska. 
 

and, I agree, it was unacceptable.)  She responded that she had worked on National Institute of 
Health (NIH) programs and her reports were accepted by them and then said,  “by God if it is 
good enough for the NIH, it sure as hell is good enough for the CIA!”  John called his boss, Bill 
S, the Branch Chief and asked if he could meet with him and Marty Wolf from MRI.  I knew Bill 
for years and had an excellent relationship with him.  When John and Marty entered his office, 
Bill stood up to greet this individual from MRI who he had never met.  He extended his hand for 
a hand shake but got the following response.  Marty threw the report on his desk and said “Here 
is your f----ing report and you can stick it straight up your a—“.  She then turned on her heel and 
walked out of his office.  With that, MRI became well known throughout the CIA!     
 
I had a few offers for other employment and nearly switched jobs in 1957 to go with a company 
in southern Illinois.  I knew a few of the employees of that company and they knew of my work 
and ask me to join them.  Their major work was with pyrotechnics and their major contractor 
was NASA.  They were making pyrotechnic timing devises and such things as explosive bolts.  
For example, up to the moment of “lift off,”a satellite and rocket are held in place bolted to a 
tower and the launch pad.  The bolts contain explosives and are blown apart in a timed sequence 
to release the satellite at the proper time.   Fortunately I did not join the group because this 
company failed about two years later.   
 
Off and on I worked with Hallmark Cards to solve several problems with inks and papers. When 
their Chief Chemist retired, he recommended me as his replacement.  I seriously thought about it 
but decided not to accept their offer.               
 
But let’s go back to the beginning: How did I get to 
MRI?  Dr, Militzer, my Major Professor at the 
University of Nebraska and Dr. Sherman Gillam who 
was at MRI had known each other while both were at 
Purdue University.  Shortly before I finished my 
Masters Degree, Dr. Militzer had gone to MRI to have 
some samples examined with MRI’s electron 
microscope.  When he came back he told me about  
MRI, I applied for employment, and was hired. 
 
I started work at MRI on February 1, 1951.   
 
Midwest Research Institute is a not-for-profit contract 
research organization.  It was formed by a group of six 
prominent Kansas City business leaders in 1944 near 
the end of World War II with the goal of providing a 
source of scientific research for the region, and thus 
promoting business growth in technical areas. 
 
MRI started in a group of buildings in the Westport 
area of Kansas City.  The headquarters building 
where I worked was located 4049 Pennsylvania.  A 
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new building was built on the corner of Volker and Oak and we moved to that location in March 
1955. 
 
When I started work there were slightly more than 100 employees.  I have a 1952 Directory of 
Personnel that lists 115 employees of whom 36 were in the Chemistry department. There were 
about 450 employees when I finally retired in 1996. 
 
 
 
 
 
 
 

MRI Employment Photo - 1951 

Earlier Picture of Gaylord 

Front and back of ID Card, mid to late 1950s. 
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SECTION 2   EARLY PROJECTS 
 

 
My first work at MRI was related to the physical properties of fertilizer and how to keep it free 
flowing so as not to become a solid cake in the bag. This work was for the Spencer Chemical 
Company.  The President of that company, Kenneth Spencer, was one of the six founders of 
MRI.   
 
I then worked on the physical and chemical properties of vermiculite to determine factors that 
related to its use as a growing media.  The photograph on the following page was related to this 
project. 
 
I next had a few small projects and a project with the Schaeffer Pen Company.  This was before 
the days of ball point pens, and the standard fountain pen was causing problems as they tended to 
leak during air travel.  The leakage was due to the change of atmospheric pressure as the plane 
changed altitude.  As ink was depleted from the pen reservoir during usage, it was replaced by air.  
The volume of the air changed with change in atmospheric pressure.  If the pen was positioned 
point down, the ink would be in the bottom of the reservoir and the air trapped at the top.  With a 
decrease in pressure, the air would expand and force ink out which would result in leakage. 
 
Schaeffer wanted to explore the development of a capillary pen, where the ink would be held in a 
reservoir by capillary forces.  The principle would be to have a reservoir with capillary spacings 
from fairly large near the point and decreasing in size further from the point so the capillary 
attraction for the ink would be equal to, and opposite to, the force of gravity for any amount of 
ink that was in the reservoir.  The reservoir would not be sealed and thus would have no trapped 
air and would be unaffected by pressure change. We developed a prototype capillary pen that 
worked fairly well, but about that time the ball point pen was replacing the liquid ink pens and 
Schaeffer lost interest in further development. 
 
MRI worked for The Folgers Coffee Company during development of the process for making 
Instant Coffee. I was involved with some of that work. More about this later. 
 
I next had a project for the Department of Agriculture.  The project was to determine the 
solubility of about 20 different sugars, in six different solvents at four different temperatures. 
They wanted this information in order to develop procedures to extract and purify these various 
sugars for commercial use.  With present day instrumentation, the determination would not be 
very difficult, but with the instrumentation available in 1955 it was very difficult.  However we 
did obtain fairly good solubility values.  
 
 My assignment to the next project was fairly much by chance but indirectly related to the sugar 
solubility project. In the fall of 1955 two men from the Central Intelligence Agency (CIA) came to 
MRI and asked for a proposal for work on the properties of cellulose.  They also asked for names 
of individuals who would be assigned to the project in order to investigate them for classified 
(secret) clearance.  Cellulose is a polymer of glucose, a common sugar.  My experience with the 
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properties of sugars was the closest of anyone at MRI to that of cellulose and, unknown to me at 
the time, my Section Head (my boss) Howard Gadberry, and I were selected for the Project. 
 
                                                                                                                                                         
 
 

 
 
Apparatus that I set up for extracting soluble components from vermiculite in work relating the 

properties of vermiculite as a plant growing media.  This picture was taken in 1952. 
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A few months later, in April 1956, I was told that I had been selected for a new project and that 
the Client would come for a kick-off meeting in a few days.  In that meeting we learned that the 
cellulose was paper (paper is primarily cellulose) and the real subject of the project was to 
determine the mechanism of a procedure using an iodine solution for the detection of secret 
writing.          
 
But before we go on to secret writing let me tell you about instant coffee.  When I was in the 
army during WWII, “B” and “C” food rations contained packets of instant coffee.  “B” rations 
came in a box slightly larger than a Kraft Macaroni and Cheese box. “C” rations were in cans.  
Some of the cans contained various dry material like crackers, instant coffee, cigarettes, etc.  The 
coffee, as I remember, was made by Nescafe’.  It was not very good and American service men 
and women associated instant coffee with “bad” coffee.  There is less than a gram of solids in a 
brewed cup of coffee. This is about a fourth of a teaspoon. To provide more volume, Nescafe 
coffee was diluted with dextrins.  Dextrin is a mixture of polysaccharides (polysugars) somewhat 
like starch, but with lower molecular weight and is much more soluble.  One source of dextrin is 
to partially hydrolyze starch.  It is essentially tasteless and its presence was not the reason for the 
poor quality of the army’s instant coffee but it came to be blamed for it. 
 
After the war, Maxwell House put out an instant coffee that was fairly good but it took only 
about a fourth of a teaspoon to make a cup.  Most people put in far more than that and it 
produced a very strong bitter coffee.  It needed to be diluted.  Dextrin was the obvious choice but 
unfortunately Maxwell House had advertised their instant coffee as 100% pure coffee with 
nothing added. They advertised that it was unlike the coffee you drank in the army with added 
dextrin.  Their advertising put them in a corner.  So what was their solution?  They hydrolyzed 
the coffee grounds to produce a soluble dextrin-like material.  So their instant coffee, diluted 
with hydrolyzed coffee grounds, was still “100% coffee with nothing extra added.”  So Folgers 
had to follow and also hydrolyze their coffee grounds. MRI helped develop the Folgers’ 
procedure for the hydrolysis. It required a high temperature and high pressure with expensive 
equipment.  I was involved in the analysis of the hydrolyzed material.  
 
Readily available dextrin would have been just as good and cheaper but Maxwell House’s 
advertising dictated to the marketplace that the product be 100% coffee with nothing added. 
 
 

 
 
 
 



 19 

SECTION 3   MY WORK WITH THE CIA - AN OVERVIEW 
 
I was selected for the CIA project because of my work with sugars, but why did the CIA select 
MRI?  That is an interesting, chance story.  We need to go back to about 1927.  Allen Gold and 
Perry Bistrup were high school students in Sedalia, Missouri.  After high school the two friends 
both went to the University of Missouri (MU) and each received a degree in Chemistry. During 
WWII, Allen was in the Office of Strategic Services (OSS) and was involved with secret writing. 
After the war he returned to MU and earned a PhD in Chemistry.  He joined the CIA when it was 
formed.  His friend, Perry Bistrup, was one of the first MRI employees. 
 
Allen Gold was one of the two men that came for the kick-off meeting mentioned above, and the 
one that would eventually be my Client contact for several years.  Allen knew about MRI, 
because he knew Perry, but perhaps the real reason MRI got the project was that Allen’s ageing 
mother still lived in Sedalia and with a project in Kansas City, Allen had the opportunity to visit 
his mother on trips to MRI.  All of our project meetings at MRI were held on either Friday or 
Monday so Allan could spend the weekends in Sedalia.  So that is how we got the project, but we 
kept it by doing good work. 
 
Allen Gold and Dr. Max Thornton, MRI Vice President in charge of the technical divisions, got 
along very well.  At one meeting near the end of our second year, Allen gave a rather long and 
detailed discussion to Dr. Thornton about budget problems and that all of the contractors, 
including MRI were going to have to adjust.  Dr. Thornton sat there nodding his head. Then 
came the punch line.  “So MRI will need to increase its effort.”  Dr. Thornton nearly fell out of 
his chair.  Allen had set him up beautifully. Allen went on to explain that with limited funds, you 
concentrate the funds that you have where the best work is being done.     
 
You may be surprised at the importance of secret writing during WWII and throughout most of 
the “Cold War.”  Nearly all of the information gathered (by spies) was sent back by secret writing 
and this continued until the mid 1980s when electronic means finally took over. Even then, secret 
writing continued to be important. In the 1960s and 1970s there was a Secret Writing Branch 
within the CIA of perhaps ten to fifteen individuals, and about a hundred others working at about 
eight contractor facilities, all working on secret writing.  Secret writing was very important to the 
CIA at that time.  MRI was the only contractor working on the development of procedures for the 
detection of secret writing.  All of the others were working to develop new systems and for the 
support of existing systems.   
 
During World War I and again in World War II, most secret writing inks consisted of very dilute 
aqueous solutions of inorganic compounds such as compounds of copper, nickel, and many 
others.  The messages were recovered (made visible) by the application of solutions that were 
modifications of analytical chemistry reagents commonly used to detect these compounds.  Thus 
the secret writing systems were modifications of commonly-used analytical chemistry materials 
and reagents. 
 
During WWII a detecting solution was developed that detected not the secret ink, but the affect 
of the water in the ink on the paper.  This solution detected any writing made with aqueous 
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(water-based) inks.  It was general and produced high contrast images.  Thus even if you just 
wrote with water, that writing could be detected.  I wrote test messages with distilled water in the 
1950s and found a set of those samples shortly before I retired forty years later.  I examined a 
few of the papers with distilled water writing and detected them with high contrast forty years 
after they were prepared.   Our first project was to determine the mechanism of this detection. 
 
The work leading to the understanding of secret writing detection using iodine took place during 
the first two-year project. Many projects generally related to secret writing continued until about 
1990.  Most of my work from 1956 until 1972 was related to secret writing.  In 1972 I became 
project leader of a series of general analytical projects. That series of projects included a wide 
range of subjects and some very interesting and challenging work.   
 
Before continuing with more detailed description of my work, I think it would be well to give an 
overview of all of the CIA projects to be discussed.  On the following page is a flow chart of 90 
projects grouped into 12 subject areas. Nine of the subject areas are related to secret writing.   
  
In this overview those 12 subject areas will be briefly described.  For some of the subjects, this 
brief description will be all that need be said about the subject.  For others, the subjects will be 
covered in greater detail in later discussion.  
 
A certain amount of jargon and acronyms are in use and will be included in this and following 
sections.  They are defined as follows: 
 
Jargon and Acronyms 
 

COTR Contracting Officer’s Technical Representative.  This was the CIA employee that 
I reported to.  The Contracting Officer had the ultimate authority, but in practice 
the COTR ran the projects.  The Contracting Officer dealt with the MRI 
Contracts Department and I was seldom involved in this part of the work. 

    
Secret Writing Related 

 
Screed As a verb:  the act of writing a secret message. 
  As a noun: the secret message itself, or the letter containing a secret message. 
 
SW  Secret Writing 
 
SI  Secret Ink 
 
Recovery The procedure used by the recipient of a secret message to make it visible. 
  Recovery is when the recipient knows that he or she has a secret message and 
  has the procedure and specific material needed to make it visible. 
 
Detection The procedure used by a censor looking for a secret message who has no 

knowledge as to whether a message is present or what secret ink was used if there 
is. Most of my work in secret writing was related to detection.  
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This is a list of the projects that are included in this write up. Individual projects are designated 

by Project Number and Division designation where “C” is for Chemistry and then after a  
re-organization “A” for Analytical Chemistry.  The year is the date that the project started. 
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LIST OF SECRET WRITING RELATED PROJECTS 
 
Secret Writing Detection: These projects involved the development of methods for the 
detection of secret writing (SW), both ours and the opposition’s.  The stated purpose of this work 
was to determine how vulnerable our secret messages would be to chemical censorship by the 
opposition. By law United States could not censor foreign mail (or domestic mail).  During the 
period from the mid-1950s to late-1980s there were continuing improvements in both techniques 
and materials to produce secret writing and methods for the detection of secret writing.  We 
would develop new methods of detection and then we, and other contractors, would work to find 
a way to defeat those methods. The detection of secret writing was a major part of my career and 
it will be covered in considerable detail   
 
Mail Probes:   It was known that most of the mail going to, or coming from, the Soviet Union, 
East Germany and China to-or-from the United States was being censored, but what was being 
done during the censorship process was unknown.  There was a wide difference of opinion as to 
how secure our secret messages were.  These projects were to design probes, or specially 
prepared letters, to send through opposition mail channels.  The letters would them be recovered 
and examined to determine what had, or had not, been done to them. 
 
Mass Mail: The results from the mail probes provided evidence of wide-spread censorship of 
mail from China.  Thousand of letters that had come out of China which, for some reason could 
not be delivered to the addressee, were obtained from the “Dead Letter Office” of a friendly 
foreign country, since laws in the US prohibit the examination of such letters sent to-or-from the 
US.  We learned a considerable amount about the extent and methods of Chinese censorship.  
 
Residual Iodine: If a document is examined with iodine vapor (either at room temperature or 
hot) residual iodine remains on the document.  This project was to determine if that residual 
iodine could be removed to below detectable levels.  Most of the residual iodine is probably in 
the form of an iodide salt rather than free iodine.  We found that essentially all of the iodine was 
removed if the document was placed in a hot chamber with high humidity and ozone. The ozone 
converted the iodide back to free iodine which was volatile in the hot humid conditions. 
 
Michler’s Ketone: Michler’s Ketone is a material that was found by another contractor to detect 
some forms of secret writing.  MRI was asked to investigate the material, determine the 
mechanism of the detection and in following projects look for other, possibly similar compounds 
that might detect secret writing.  I was not involved with the first two of these three projects and 
they had been badly managed.  What should have been an easy successful project produced no 
useful results because of preconceived conclusions, incompetence, and misdirection of the 
experimentations.  This work will be covered in considerable detail later. 
 
Lift Detection: In the late 1960s, MRI developed a powerful procedure for the detection of the 
secret writing then in use.  The first step of this procedure was to transfer some of the ink of the 
secret writing to a very clean plastic film.  This was done by pressing the film surface against the 
document being examined and was known as “making a lift.” The focus of this Lift Detection 
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project was to develop a probe to be sent through opposition mail channels to determine if the 
opposition was making lifts. Our earlier probes had obtained almost no evidence of censorship 
methods in Soviet and East German mail channels but they would not have detected whether or 
not a lift had been made.  If we determined that they were 
making lifts, it could be concluded that they had developed 
a censorship technique similar to the one that we had 
developed.   
 
Paul Seiwald conducted the work on this project and 
devised an excellent procedure to be used in a series of 
mail probes. The mail probes would have provided definite 
evidence as to whether lifts had been made and this would 
be very important information.  We submitted a report on 
the procedure to the client which was then turned over to 
Operations.  They modified a critical step in the procedure, 
got poor results in their trials, and abandoned the effort. 
We were very frustrated and disappointed.     
 
Foreign Secret Ink: By 1971 we had developed a secret 
writing detection system that detected most of the secret 
writing used by either the United States or the Soviet 
Union.  The objective of this series of projects was to 
isolate and chemically identify the foreign secret inks. We 
identified dozens of Soviet Block secret inks and, in many cases, concluded how they were being 
made visible. Again, Paul Seiwald conducted these projects for several years until he left MRI. 
 
SI Quality Control:   Each of the numerous secret writing systems in use required a different 
compound.  Typically these were organic compounds with molecular weights of from 200 to 
300.  These compounds were made by different contractors. The purity of the compounds 
supplied by the contractors was, at times questionable and purity was very important.   
 
 We received several bulk SI samples for analysis under a general analytical project. We purified 
several of the impure materials.   In this series of projects we received samples of all of the 
compounds produced by other contractors to determine their purity.  
 
SI Application    The objective of this series of projects was to be able to write secret messages 
with a computer printer.  Special inks were made and computer ink cartridges were modified to 
print secret ink. 
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ANALYTICAL RELATED PROJECTS 
 

The above mentioned identification of foreign secret inks and the SI quality control projects each 
involved analytical chemistry, but I have included them with secret writing.  The following 
analytical projects are not related to secret writing.  
 
Chemical Warfare Analytical:   I had nothing to do with these projects at MRI that started in 
1962 but mention them because I got involved 10 years later.  These projects evolved into the 
General Analytical projects described in the next paragraph.  The objective of the projects was to 
develop a facility for the quick analysis of samples related to chemical warfare. Most chemical 
warfare agents deteriorate rapidly when exposed to the environment and samples obtained 
following the use of the agents may contain little or none of the original agent.  The samples may 
contain only degradation products and the chemical analysis and the interpretation of the results 
becomes complex.  The analytical facility was developed and operational samples received.  The 
group received a Presidential Citation for the identification of the chemical warfare agent used in 
a terrorist bomb that was exploded in the Middle East in about 1965. The facility, including the 
individuals and equipment, became a good general analytical facility for the analysis of samples 
including samples not related to chemical warfare.  The emphasis of the facility gradually shifted 
from chemical warfare-related work to general analytical and numerous diverse samples were 
received for analysis.   
 
General Analytical:   I was involved in this series of projects which evolved from the Chemical 
Warfare Analytical projects mentioned above. Over the years more than a thousand samples of 
very diverse materials were received and analyzed.  I helped in the analysis of some of the 
samples starting in about 1970 and became the Project Leader of the projects in 1972 when Dr. 
Don Rosebrook, who had been leading the projects, left MRI. Many of the samples were one-of-
a-kind, and unrelated to other samples. Others consisted of a series of related samples.  For 
example, we received numerous samples of explosives from letter bombs to analyze and from 
the results concluded which bomb explosives came from the same batch.  As I recall, there were 
two or three different batch composition types, some yellow and some black, with minor 
variations between batches within a type.   
 
The largest number of samples comprising a series of related samples concerned tracking.  These 
were samples of materials that the Soviets were using to monitor the activities of Americans and 
our Soviet spies.  This sample series started in about 1970 and continued until I left MRI in 1996.  
The highlight of the series came in the mid-1980s when the use of a particular tracking material 
that we had identified became the subject of a White House press conference where the U.S. 
accused the Soviet Union of exposing our embassy personnel to a potentially dangerous 
chemical.  That chemical, which I named NPPD, an abbreviation of it’s chemical name, was 
called “Spy Dust” in the newspapers. You can find copies of many of these articles in the 
appendix. 
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Spy Dust:   Spy dust was the name given to materials that the Soviet Union used to monitor the 
activities of certain US and Soviet Citizens.  It was a very important operational and political 
issue and MRI and I were very involved. 
 
Multi Tasks:  In 1989, the ongoing work in the various previous projects were groups into a 
single multi-task contract. 
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SECTION 4  SECRET WRITING 
SECTION 4.1   A BREIF HISTORY OF SECRET WRITING 
 
The history of secret writing goes back hundreds, perhaps thousands, of years.  It was widely 
used by Italian merchants hundreds of years ago.  Later, the use of secret writing to send 
messages was very important during World War I (WW I – 1914 to 1918) and World War II 
(WWII – 1939 to 1945), and there was little improvement in the methods used from WW I to 
WWII.  Secret writing systems were generally modifications of analytical chemistry reactions.  
The inks were generally dilute water solutions of any of various metal salts and the messages 
were recovered by the application of a reagent that would react with that metal to produce a 
visible image.  Other secret inks were materials that scorched, or caused the paper to scorch 
when it was heated.  Inks that could be recovered by scorch were milk, sugar, urine, alum and 
others. 
 
Chemical censorship consisted of applying stripes of analytical reagents across the paper in the 
hope that the writing would appear.  This procedure destroyed the sample which was probably a 
personal letter.  Some countries had teams of forgers that could copy the letter to look like the 
original and this copy would be sent on while the original was destroyed by the censorship. 
The photograph on the following page is of a letter where the censor goofed and sent on the 
original letter that had been examined rather than the forged letter.   

 
At some time, I do not know when but I believe it was during WW I, a censorship procedure was 
developed that used photographic negatives.  These were the glass plates coated with the 
photographic emulsion that was in use before films were introduced.  In this technique, the 
negative was first exposed to a low level of light. It was then dipped in water and allowed to 
drain but while remaining damp it was pressed against the document being examined.  If the 
document contained secret writing of a metal salt, that salt would partially dissolve in the 
moisture and diffuse into the photographic emulsion.  The photographic plate would then be 
placed in a bath of photographic developer.  The developer was special in that it did not contain 
the usual buffers to control the pH of the solution.  Photographic development is a chemical 
reaction where silver bromide is reduced to become silver metal.  The rate of this reaction is 
extremely dependent on the pH of the solution. Ordinary developers are buffered to maintain a 
constant alkaline pH.  Metal salt from the secret ink is likely to influence the pH of an 
unbuffered developer and therefore alter the rate of development.  The secret writing would 
therefore be developed slightly faster or slower than the background area depending on the pH 
shift caused by the salt of the secret ink.  The development would be observed under a safe light 
and if an image appeared the development would be stopped by placing the plate in an acetic 
acid “stop” bath    
 
In addition to the possible pH shift, the salt could be an oxidation of reducing agent which could 
also influence the image development.  Thus a detect would be obtained if the secret ink 
influenced the pH or the reducing potential of the developer. 
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This is a copy of a censored letter where the censor apparently made a mistake and sent this 
censored letter rather than a forged copy of the letter.  The letter was photographed and then the 
chemicals in these stripes were analyzed and the findings noted on the photograph.  
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This photographic detection procedure was no longer used by the time that I was involved with 
detection but had evolved into a procedure that was very important for my work.  At some time it 
was observed that some secret messages could be seen on the photographic plate before the plate 
was treated with the developer.  By 1956 a procedure known as “photo plate” was in use.    
A photographic film, whether it is on glass or a plastic base consists of silver bromide and other 
additives in a solution of gelatin.  This solution is applied to the glass plate or plastic film to 
produce the light sensitive film.  For the “photo plate” procedure, glass plates were coated with 
just the gelatin without the silver bromide.  In use, the gelatin plates were dipped in water for 
about a minute, and then allowed to drain and dry until the surface became tacky.  It was about 
as tacky as Removable Scotch Tape.  The document being examined was then pressed against 
the gelatin surface and removed. If the document contained particles of secret ink, some of the 
particles would be transferred to the gelatin.  The gelatin surface was then examined with a 
bright light against a dark background.  Any secret ink particles on the surface would scatter the 
light and be visible. 
 
Sometime during WWII, an iodine solution was developed that would detect any secret writing 
prepared with an aqueous ink.  The water of the ink altered the surface structure of the cellulose 
of the paper and this was detectable.  My first project was to explain the mechanism of this 
detection.  Because of this iodine detection, two things happened. The first was that any secret 
message prepared with an aqueous ink needed special treatment to minimize the probability of 
the iodine detection.  After the message was written, the sheet needed to be steamed and then 
pressed between blotters for a few hours.  Even with the pressing, the sheet tended to appear 
slightly wrinkled indicating that it had been moistened.  Second, there was an attempt to develop 
writing procedures that did not include aqueous inks.   
 
The Client had periodic contractor meetings with representatives of each of the contractors 
working on secret writing.  At the first meeting that I attended in 1957, one of the contractors 
was working on solid writing devises to avoid the action of water on the paper.  For example 
they had made books of matches where the head of certain matches in the book contained secret 
ink.  Combs were made with certain teeth contained secret ink. The selected teeth were to be 
broken off and used as a pencil to write the message.  Several other items were also being made. 
 
Our first report on the iodine solution detection, which was submitted just before the meeting in 
1957, contained a short paragraph that changed the direction of the secret writing program.  We 
reported that friction on a paper surface was readily detected, but pressure was not.  A 1 mm 
glass rod with a smooth rounded tip moved over a sheet of paper with a downward force of one 
gram was readily detected but a grid pressed on the paper with a force of 1,000 pounds per 
square inch was not detected.  With that report, the Client stopped work on the secret ink pencils 
and started making secret ink carbon paper.  These papers looked like ordinary paper but were 
impregnated with secret ink.  They were used like an ordinary carbon paper.      
 
There were lots of problems in making the carbons.  For example a very small amount of the 
secret ink (SI) needed to be placed on the sheet.  At first it was decided to dilute the SI with an 
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inert material to better obtain a uniform coating.  Talc is sometimes used as a filler in paper and 
it was considered inert.  Since it is often in paper, if it were found in an analysis it would not be 
cause for suspicion. So sets of SI carbons were produced that included talc. These carbons 
produced secret messages that gave good recoveries and passed most of the censorship tests.   
Then a test message made with one of these carbons was examined with the gelatin plate, or 
“Photo plate.”  When the photo plate was examined with a bright light against a dark 
background, the talc in the message was detected like a neon light.  Photo plate became a critical 
test for the carbons to pass.  Forget the talc, any particle larger that the wavelength of light was 
detected.  Eventually the gelatin photo plate was replaced with a sheet of polystyrene which 
produced even more sensitive detection. A polystyrene sheet was pressed against the document 
being examined and then the sheet was observed with an intense collimated light against a dark 
background.    
 
Production of SI carbons became a complex operation. It required that the SI particles be ground 
to sizes smaller than the wavelength of light, and distributed uniformly over the surface of the 
paper.  Typically, in the 1950s and 1960s a carbon sheet contained about 3mg of SI on each side.  
By the 1980s the concentration had been reduced to less than 1 mg per side.  Nearly all of this 
work was done by Arthur D. Little (ADL) of Cambridge Massachusetts. 
 
ADL was the only non-government group working on secret writing during WWII.  They came 
up with “V-Mail” as a way to defeat secret messages.  V-Mail was widely used during the war.  
It consisted of paper forms with an area for writing a letter.  The letter was then folded to form 
an envelop, addressed, and mailed.  The envelops went to a photographic processing center 
where they were opened, and photographed on 16 mm film.  The roll of film was then taken 
overseas to other processing centers where the message was photographically printed and sent on 
to the addressee. V-Mail not only defeated secret writing, it greatly reduced the bulk of the mail 
going over seas and was faster than regular mail as the roll of film was generally flown overseas 
while other mail went by boat.  The amount that could be written was limited.  As I remember 
the space for the letter was about 6 X 8 inches and this was printed out about half that size.  The 
next page is a copy of one V-Mail that I sent home during the war while I was in Europe.   
 
During WWII ADL developed a battery of censorship reagents and procedures as well as many 
secret writing systems. After the war all of this information was written up in a large report and 
archived by the government.  A few years later when the CIA was formed, a search was made for 
this report.  It was never found, but the story goes that a copy of it was purchased on the black 
market in Eastern Europe.   
 
ADL was the only contractor working on secret writing from shortly after the formation of the 
CIA until 1956.  In fact several of the early CIA employees came from ADL. ADL remained the 
main contractor for developing new secret writing systems the whole time I was involved with 
secret writing. 
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This is an example of what V-Mail looked like.  This is the approximate size of the original. 
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SECTION 4.2   “LIQUID IODINE” DETECTION SOLUTION 
 
 
As I previously stated, our first assignment with the CIA was to determine the mechanism of the 
SW detection using the solution containing iodine   There is a long history of the use of iodine 
vapor for examine documents for the presence of fingerprints and document modifications, as 
well as for the detection of secret writing.  For example, for the detection of fingerprints, some 
iodine is placed in a chamber along with the document in question and the iodine vapors are 
absorbed by the skin oils of the fingerprint. Iodine is very dark and the resulting treatment 
generally produces good contrast images. 
 
There are three techniques for detecting secret writing using iodine.  They are: 
 

1. The use of iodine in a closed chamber.  This is known as “iodine vapor chamber”. 
2. The use of a solution of iodine, potassium iodide, calcium chloride in water.  This is                

known as “The General Censorship Reagent” (GCR) or commonly as “liquid iodine”. 
3. The application of puffs of hot iodine vapors to the surface of the document. This is           

known as “hot iodine”.  
 
At first we were involved in work to understand the action of “liquid iodine” but we were soon 
working to understand the mechanism of “hot iodine”and after these were understood, how could 
the detection be defeated.    
 
Liquid iodine detected any writing made with an aqueous ink, including distilled water.   
It was soon readily apparent that the detection was the result of some change in the paper due to 
the action of the water of the ink.  To understand the detection we needed to understand paper.  
Paper can be made from any plant material which contains cellulose.  Wood, generally pine, is 
now the primary starting material, but centuries ago cotton from old rags was used.  In China, 
rice straw was used.  In the case of wood as the starting material, the wood is chipped into small 
pieces and then cooked with chemicals to dissolve and remove the resins and rosins and other 
non cellulose materials.  The cellulose pulp is then mechanically “beat” in a water slurry to 
essentially separate the pulp into individual fibers.  

 
Cellulose 
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As I stated earlier, cellulose is poly glucose and each glucose unit has six carbon atoms. Each 
glucose unit in cellulose has three hydroxyl groups (-OH).  These hydroxyl groups are closely 
related to water (HOH) and during the beating, the hydroxyl units on the fiber surface attract 
water and become “hydrated”.   Each surface hydroxyl becomes surrounded by, and loosely 
bonded to, a number of water molecules.   
 
To make paper, this slurry of cellulose pulp is poured onto a moving wire screen.  Much of the 
water passes through the screen and the fibers form a mat on the screen.  Some the remaining 
water is sucked through the screen by vacuum and then the fiber or paper mat is passed from the 
wire screen to between two felt belts that take much of the remaining water that is not bonded to 
the cellulose hydroxyl groups.  The paper mat next passes over a series of hot rotating drums to 
complete the drying of the mat and the mat becomes paper.  This is a critical operation and most 
of the water that had been bonded with the cellulose hydroxyl groups is driven off by the heat. 
The cellulose hydroxyl groups now bond to each other by what is know as hydrogen bonding.  
These bonds give paper its strength.  When paper is wet, the action of the water breaks many of 
the hydrogen bonds between the cellulose fibers and the hydroxyl groups again become 
hydrated.  That is why wet paper has very little strength.  When this wet paper is then dried at 
room conditions, most of the water evaporates but many of the surface hydroxyl groups remain 
hydrated and do not form hydrogen bonding with adjacent fibers. 
 
So what does this have to do with the detection of secret writing?  When a secret message is 
written with an aqueous ink, the cellulose fibers that are wetted by the ink are partially hydrated, 
hydrogen bonds are broken and only partially reform as the ink dries at room temperature.  The 
difference between the number of un-bonded hydroxyl groups in the written line and the 
background paper remains indefinitely. 
 
As it turned out, the iodine detection solution is a reagent that reacts to form a colored complex 
with the free hydroxyl (OH) groups of the cellulose (those not hydrogen-bonded to neighboring 
hydroxyl groups) on the surface of the paper.   
 
Several staining solutions are used, in the pulp and paper industry, to either identify the source of 
the fiber, (pine, oak, etc) or to determine the degree of “cooking” of the pulp during preparation 
to making paper. One of these stains is know as the “Graph C” stain and is a solution of zinc 
chloride, potassium iodide and iodine in water. This staining solution provides a variety of 
different colors for different fibers and is used to identify the source and past treatment of the 
fibers  The solution that was so effective in the detection of the secret writing was a modification 
of that stain with the zinc chloride replaced with calcium chloride and the concentrations 
somewhat modified. It took us about a year to fully understand the mechanism of the detection 
but during that time we were also working on the “hot iodine” detection technique. 
 
For secret writing detection, a highly colored complex is formed when the free cellulose 
hydroxyl groups combine with the iodine, iodide, and water.  The color is a dark brown. As I 
said earlier, messages written in distilled water were detected with high contrast forty years later. 
 



 33 

The rate and intensity of the color formation when the detection solution is applied to the paper 
is essentially determined by the temperature of the last drying of the paper.  When the paper was 
made, it was dried at a high temperature.  When the secret ink dried, it dried at room 
temperature. The difference in the rate of darkening of an untreated paper and an area of the 
same paper that had been wet and air dried is shown in a plot of the reflectivity of the two areas 
following the application of the detection solution. 

 
We had critics that questioned our proposed mechanism and so we continued our investigations.  
We did lots of work, had lots of fun and interesting experiences. I will briefly describe one 
experiment. It was based on how commercial dyes react with different fabrics which, like paper, 
are made of cellulose.  We obtained a blue dye that will dye cotton to form a “fast” color that 
will not wash out, but this dye will not dye cellulose acetate (commonly known as “acetate”).  
We also obtained a yellow dye that will dye cellulose acetate but not cellulose. Cellulose acetate 
is formed when the free hydroxyl groups of paper that has been wet and dried at room 
temperature are then exposed to acetyl chloride vapor.  There is almost no reaction on the 
original paper that had not been wet as most of the hydroxyl groups remained bonded to each 
other.  So we prepared a message written with just distilled water, allowed it to dry, and then 
exposed it to acetyl chloride vapors to react with the free hydroxyl groups to form cellulose 
acetate. The sheet was then placed in a solution of a mixture of the blue cellulose dye and the 
yellow acetate dye.  The results were spectacular.  The writing was bright yellow against a dark 
blue background. I wish I had saved one of those samples. 
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Our understanding of how paper reacted to these and other reagents lead to a very interesting 
situation.  Some early secret writing (using dilute blood, milk, saliva, urine and many other 
materials) could be recovered or detected by heating the sheet until the ink or the paper with the 
ink scorched. This produced dark writing against a lighter background. A devise was in use for 
the examining secret writing with new experimental secret inks to determine if they would be 
detected if they were subjected to scorching.  This device was a metal bar ½ inch wide and about 
4 inches long it was heated to a temperature that would produce a scorch.  The heated bar had 
legs to support the bar about 2mm above the surface of the paper.   If it was left on the paper 
long enough it would slightly scorch the paper and produce a half inch wide brown band. 
 
We received many samples of various kinds for analysis from our client.  One day we received a 
piece of paper with a faint ½ inch wide brown band on it. It looked very much like it had been 
scorched.  We were asked to determine if this was a scorched area. When a paper is heated to a 
temperature that produces discoloration (scorch) some the hydroxyl groups of the cellulose are 
driven off, and the cellulose is permanently altered chemically   Many of the hydroxyl groups are 
no longer present.  We scorched papers to look like the sample, and found that the difference 
between a scorch and un-scorched area of a paper was drastically different when examined with 
either the iodine solution or the blue dye. If a paper with a scorched area is wet and then dried, 
the scorched area has few hydroxyl groups to hydrate and does not react with the iodine reagent 
to form the colored complex, but the area that was not scorched will react normally and darkens 
very rapidly. Thus, a scorched area is very readily detected by the iodine reagent with very high 
contrast as a light colored “resist” against a very dark background.  Similarly the blue cellulose 
dye will not attach to the scorched surface where the cellulose has been damaged. And the 
scorched area remains light colored against a dark blue background.   The “scorched” area from 
the client’s sample was not detected by either of these treatments. We tested the Client’s sample 
with two other reagents that also detected controlled scorch areas but did not detect the band of 
the Clients sample.  
 
Our results were definitive.  The brown band on the clients sample definitely was not scorch.  
 
So what might it be? 
 
Early Scotch tape was ½ inch wide and books that were repaired with this tape aged to produce a 
brown stain on sheets even several pages away from the mended page. The same is true of the 
contents of an envelop that had been sealed with Scotch tape. I had some books that had been 
mended with Scotch tape years earlier that had brown coloration several pages away from the 
mended page. I sacrificed part of a page of one of the books and treated strips of it with both the 
iodine solution and the blue dye.  The Scotch Tape stain was not detected with either treatment.  
We reported that the brown stain definitely was not scorch and was probably “Scotch, not 
scorch”.   
 
Several years later our COTR told us the following story.  Portions of the “scorch” sample had 
been sent to four contractors.  The other three contractors each reported that the discoloration 
was the result of scorch, and one of them, probably ADL, provided a detailed report giving the 
time and temperature that produced the scorch.  Their report also stated that none of the secret 
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writing using the secret inks that they had developed would be detected by this scorch treatment. 
Obviously, although each of the contractors had the iodine detection reagent and other reagents 
that we used, none had bothered to use them to examine their “scorched” sample.  Our client 
would not answer my direct question “Did you know the dark band was from Scotch tape when 
you sent out the samples?” but I think our reputation was greatly enhanced from our reported 
results of the analysis of this sample.  
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SECTION 4.3   HOT IODINE VAPOR 
 
Hot Iodine.  The technique known as hot iodine was developed by the Chinese. It was an 
extremely powerful technique and, with a skilled operator, detected many of the secret writing 
systems in use by the United States. It was demonstrated to MRI in late 1956 and we were asked 
to determine how it worked. 
 
The apparatus that we were shown for hot iodine was simple.  An ordinary 6 inch test tube was 
modified by blowing a bulge in one side of the test tube to form a reservoir and then a small hole 
was blown in the end of the test tube.  A crude depiction of the modified test tube is as follows: 
 
 

  
 
 
 
 
 
In use, a small amount of iodine crystals was placed in the reservoir. A stopper with a glass tube 
through its middle, a rubber tube attached to the glass tube, and a squeeze bulb attached to the 
other end of the rubber tube, was placed in the mouth of the test tube. It took a bit of practice to 
effectively use the apparatus.  The test tube was held with the index finger and thumb of the right 
hand with the squeeze bulb also held in the palm of that hand. The document to be examined was 
held in the left hand.  The reservoir with the iodine was then heated in the flame of a Bunsen 
burner until the iodine melted at 113°C.  At this temperature the test tube is fairly well filled with 
the dark purple iodine vapors.  The apparatus is then positioned at an angle near the surface of 
the document and the bulb is squeezed to send a puff of iodine vapor against document. We later 
designed a modified apparatus that was not hand held and easier to use. The glass blower at the 
Chemistry Department at Kansas University made numerous of these “iodine puffers” for the 
Client. 
 
A “hot iodine” detection of a secret writing message may appear in a variety of ways depending 
on the characteristics of secret message paper and the iodine puff.  Writing with the same secret 
ink on the same paper might appear: 
 

a. As dark lines against a relatively light background, known as a “positive detect” 
b. A light lines against a dark background, known as a “resist”. 
c. Momentary light lines against a dark background, known as a “flash resist” 

followed by a positive detect or a resist detect, or nothing at all.  The flash resist 
lasted only a few hundredths of a second.  For some secret writing the flash resist 
was the only detect to be observed, so it was important to watch for it. 
 

Small hole 

Reservoir 
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The detect was generally high contrast but a very short duration. We were asked to explain these 
different detects. Explaining the “positive detects” was relatively straight forward and simple. 
Secret ink particles provided nucleation sites for the formation and growth of iodine crystals.  
Thus the dark lines against a light background.   
 
Explaining the other detects was not so simple and after much work with inconclusive results, we 
finally built a rather complex apparatus to deliver a controlled and programmed puff of iodine to 
the sample surface. The puff intensity and duration was controlled and the intensity could be 
changed during the puff from high to low or from low to high. The iodine puff was produced 
from a heated glass hypodermic syringe with the rate and duration of the puff controlled by cams 
that drove the syringe plunger. The puff was directed towards a sample that was positioned on a 
microscope stage with the microscope fitted with a motion picture camera. Pictures of detects 
were taken at 64 frames per second. Thus we could see the sequence of the detection at intervals 
of 1/64 of a second.   
 
The apparatus used, and photographs of the detection are shown on the following pages. These 
photographs are the only ones that I have now. They are from the only roll of color film that I 
took. I had black and white pictures that showed the detect better but I did not keep them.  
        
The resulting photographs showed that initially, with a moderately intense puff, the entire 
surface was coated with an opaque layer of super-cooled liquid iodine.  This layer was very dark 
and also very unstable.  If the secret ink provided nucleation sites, iodine crystals formed at those 
sites.  At first the crystals were too small to have optical significance but iodine traveled from the 
surrounding unstable liquid layer to the stable crystals to create an iodine free halo around each 
crystal. These halos grew rapidly and very soon became the dominate feature of the lines of 
secret writing resulting in the “flash resist”.  This all took place on 3 or 4 frames of the movie 
film which represented less than one tenth of a second. 
 
Now, if the iodine puff stopped, the layer of liquid iodine would rapidly evaporate from the 
surface. This would result in either, essentially, no further detect or a slight positive.  If the puff 
duration was continued at a lower intensity, the liquid in the background would still be lost by 
evaporation, but the crystals in the line of secret writing would continue to grow, resulting in a 
positive detect.  If the puff was maintained at a fairly high intensity, but for a short duration, the 
liquid layer would eventually crystallize to produce a dark background with the line relatively 
clear because of the dominants of the halos around the small iodine crystals.  This is the resist 
detect.   
 
Thus we explained the mechanism of the iodine detection methods.  It was a lot of good work 
and getting the results was very satisfying. 
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High speed motion picture views of Hot Iodine screed line detects.  See next page for details.  
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Explanation of pictures on the previous page 
 
Five consecutive frames taken at 64 frames per 
second of each of  three Hot Iodine detects of 
screed lines.  Each image represents an area of 
approximately 1 X 0.7 mm.  The screed line runs 
horizontally and is about 0.5 mm wide so there is 
little of the background outside of the line 
shown.  A lower magnification would have been 
better but unfortunately this is the only set of 
pictures that I saved.   
  
 
 
 
 
 
The images in the middle set best show the hot 
iodine detection. This set was produced by an 
iodine puff of moderate intensity and short 
duration. By the second frame, the background is coated with a thin layer of amorphous iodine 
and iodine crystals have formed on the Secret Ink particles in the screed line. Halos have formed 
around each crystal.  The halos form because the crystalline iodine has a much lower vapor 
pressure than the very unstable amorphous iodine and the iodine moves from the amorphous 
layer to the crystals.  By the fourth frame the halos have grown to dominate the screed line.  
Some of the amorphous layer has crystallized. A small area of amorphous iodine remains near 
the center bottom of the frame.  It is gone by the fifth frame and now all of the iodine is 
crystalline.  Much of the surrounding background was coated with amorphous iodine and it 
crystallized/  It eventually crystallized rather than evaporated because of the duration of the puff.  
This resulted in a negative screed line with a dark background. 
 
The set to the right was the result of a puff of low intensity and short duration and was a flash 
resist detect.  The halo effect rapidly cleared the screed line while the background was 
momentarily dark.  The short duration of the puff allowed the amorphous layer to evaporate 
rather than crystallize.  You can see that the amorphous layer along the bottom of the frames is 
decreasing in intensity from the third to the fourth to the fifth frame would be gone by the next 
frame. 
 
The set on the left is of a puff low intensity and extended duration. 
Note that at 64 frames per second the five frames shown represent only about 7/100 of a second. 
 
 
 
 
 

   Secret Ink line 
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SECTION 4.4   ALTERNATE REAGENTS 
 
Search for Alternative Reagents   Is iodine the only material that can be used for secret writing 
detection or are there other materials that would do the same or possibly better?    
 
We spent considerable effort looking for other materials and techniques.  Since some secret 
writing used metal salts as secret inks we tried vapors of various metals and metal salts as a 
detecting agent.  For this work, documents with lines of various materials were placed in a 
vacuum chamber and the test reagents evaporated from a hot tungsten filament. Gold, silver and 
copper uniformly coated the documents and gave no detects.  Zinc was the only metal that gave 
detects and it was fairly good for the detection of various metals and metal salts.  We got some 
interesting results but the procedure was not very practical and was abandoned. 
 
Numerous organic compounds were tried.  We used the modified test tube that had been used for 
hot iodine to test these compounds.  Several of these compounds produced detects but most of 
them were white and could not be readily seen on white paper.  A few of them were fluorescent 
and the detects were seen using ultraviolet lights. Good detects were obtained on papers without 
fluorescent brighteners but by this time brighteners were being added to most writing papers and 
there was little contrast between the fluorescence of the detected writing and that of the paper. 
None of these materials were as good as iodine and, in 1957, didn’t seem to be of much value 
and the search was discontinued.  Eleven years later, in 1968, with a different examination 
procedure, several of them, antranilic acid, benzoic acid, pyrene and a few others became 
powerful detection reagents.  The 1968 work is covered in Section 4.10  “Zephyr.”  
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SECTION 4.5   ATTEMPTS TO DEFEAT IODINE DETECTION 
 
We spent the next few years trying to develop treatments of paper to defeat iodine detection, 
either by liquid iodine or hot iodine.  We developed treatments and procedures that nearly 
defeated detection but not completely, and nearly was not good enough.   
 
We found that secret writing made with a mixture of water and alcohol would not be detected by 
liquid iodine.  However humidity was critical.   A water-alcohol mixture that worked in a dry 
environment was readily detectable in a humid environment and one that worked in a humid 
environment was readily detectable in a dry environment.   
 
We treated papers to react with or coat the reactive hydroxyl groups.  Detection contrast was 
greatly reduced but not eliminated.   
 
We tried to mask hot iodine detection by adding nucleation sites to the paper surface. From this 
work it became standard procedure to pre-rub the message sheet with a cloth before writing the 
secret message.  The rubbing produced nucleation sites for iodine that eliminated or greatly 
reduced the possibility of detection by hot iodine but the recovery of the message was not 
affected.   
 
By this time secret writing was done by using secret ink carbons rather than liquid inks and these 
secret messages were not detected with the iodine detecting solutions and pre-rubbing the 
message sheet before the application of the message essentially defeated hot iodine detection.  
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SECTION 4.6   INDIGO 
 
During the first several years, starting in 1956, the client held secret writing conferences with 
representatives from each of the contractors and several CIA employees in attendance. Papers 
were presented by the contractors on various SW subjects. A conference in early 1957 is of 
particular interest.  At that time secret writing was shifting from liquid inks and pencils to the use 
of secret ink carbon sheets. The carbons were ordinary sheets of writing paper with applied 
secret ink.  There were questions concerning how to produce a carbon and how long a carbon 
could be used before the secret ink (SI) would be exhausted.  ADL was the contractor working 
on carbon production and they gave a paper on the subject. The SI was generally applied by a 
very fine spray of a suspension of finely ground SI particles in a volatile liquid.   
 
They described the SI on the carbon paper as residing in three locations; the “Pad” which would 
be the top of the surface fibers, a name of a location that I don’t remember at an intermediate 
location, I will call it “Intermediate” and “Reservoir” which was deep into the paper between 
fibers. They proposed equilibrium of SI concentration between these three locations as follows:   
Pad ↔ Intermediate ↔ Reservoir.  They assumed that 50% of the SI would transfer from the 
carbon pad to the message sheet from the actual area of the written message and they calculated 
the fraction of the sheet area that consisted of actual text.  With these assumptions they 
calculated the expected life of the carbon.   
 
I thought that their presentation was unrealistic almost to point of being ridiculous.  Several 
things were wrong.  The SI consisted of individual solid particles and there is no basis for an 
equilibrium movement from one location to another.  Microscopically the paper surface is rough 
and looks about like a plate of cooked spaghetti. During writing with a carbon and message 
sheet, primarily only the top surface fibers of carbon sheet and the top fibers of the message 
sheet would make contact.  Much of the top plane of a paper surface consists of voids between 
the fibers so the actual area of contact is less than the width of the line times its length. 

 
A lively discussion followed their presentation.  I, or someone else, pointed out the microscopic 
roughness of the surface and that only a fraction of the area of the written letters would have 
made contact between the carbon and the message sheet.  I will never forget the response of Don 
Lindsey from ADL, “Since the paper surface is rough you can have more than 100% contact.  It 
is like two sheets of corrugated roofing in contact with one another.”  Ridiculous!  The ridges 
and valleys of corrugated roofing are parallel and equally spaced.  The fibers of paper are not 
straight and parallel just as the strands of cooked spaghetti are not straight, parallel and equally 
spaced.    
     
At the same conference Don Grabar, from another contractor, presented a paper proposing the 
use of the compound indigo as an SI.  He described a procedure for producing an indigo carbon 
by a fairly high temperature, short duration sublimation  of indigo from a hot surface to a sheet 
of paper. (Sublimation means to convert a substance from a solid state directly to its vapor by 
heat and allow it to solidify again.)   
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He showed photomicrographs of the indigo carbon and he had determined that there were 
300,000 indigo particles per square millimeter.  This produced a very lightly colored carbon. 
Test messages had been made with the carbon, producing nucleation sites for the message, and 
the message was recovered by using an ordinary iron and ironing a blue handkerchief with blue 
indigo dye onto the message sheet.  Excellent recovery resulted.  I was fascinated with his 
presentation.  
 
When I got home I made an indigo carbon by the procedure described by Don. I counted the 
particles on a portion of the carbon and I also determined that there were approximately  
300,000 particles per square mm.  I wrote a test message with it and obtained a good recovery.  I 
used a hot plate rather than an iron, and indigo sprayed from a solution on an aluminum sheet 
rather than a handkerchief.   
 
A microscopic examination of the recovered message showed that the indigo had sublimed only 
to the top surface of the top fibers in the text area. That is, where the message sheet had 
contacted the carbon surface and indigo particles had transferred to the message sheet and served 
as nucleation sites for the indigo vapors during recovery development.  Thus I had a procedure to 
obtain information relative to the life of a carbon and the presentation by ADL.  (I had remained 
troubled by their presentation) While I had no authorization to so, I proceeded with an interesting 
and informative experiment.  (I did much of this work on my own time rather than charged time.) 
 
If you calculate the pressure created during writing with a normal writing force of about 125 
grams, (about 4.5oz) the writing pressure is about 1000 lb/square inch.  In my experiment, I 
pressed my indigo carbon sequentially against 100 sheets of paper with a force of 1,000lb/square 
inch.  Thus I had obtained 100 “message sheets” from the same area of the carbon. While the 
carbon and message sheet were still in contact and not moved relative to one another, I inserted a 
pin through the carbon and message sheet to make two pin holes 3 mm apart.  I used the same 
two holes in the carbon for each of the 100 message sheets.  With the pin holes in the recovered 
message sheets I could locate the exact area of carbon contact for each of the 100 message 
sheets. 

 
I photographed the areas between the pin holes and made a same size transparency of the 
corresponding area of the carbon.  By placing the transparency on the photographs of the 
recovered message sheets I was able to identify the exact contacting positions, fiber to fiber, for 
most of the message sheets.  Reference points were placed on each message sheet photograph. 
 
Then one night, when I would not be disturbed, I made sequential exposures from the negatives 
of selected messages sheets onto photographic papers. To do this I first placed the photograph of 
the area of interest in the paper holder for the enlarger, and with the aid of a transparent overlay 
positioned the two reference marks in fixed positions relative to the holder. I then placed the 
negative in the enlarger and superimposed the projected image on the photograph. The paper 
holder was moved to obtain a perfect match.  Then without moving the paper holder, the 
photograph was removed and the photo paper placed in the holder. And the paper exposed to the 
image.   This sequence was repeated until I obtained multiple exposures from four, six and eight 
message sheets.  I started at about 8 o’clock in the evening and finished after two in the morning.  
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I was a nervous wreck. At the end, I had hours invested in what was to become one photograph 
(for each of the four, six and eight exposures). Any little mistake would have ruined it.        
 
But I made no mistake.  The corresponding areas of the carbon (mirror image) and the 
photograph made with eight exposures are shown on the following page. Two indigo developed 
sheets of an area adjacent to the composite image are shown on the page after that.  
(Unfortunately I apparently saved the wrong set of photographs, not the areas used for the 
composite exposure.) 
 
This work showed that only the indigo on the top fibers of the carbon paper, contacted and 
transferred only to the top fibers of the message sheet.  The intermediate and reservoir layers 
were not involved in the transfer. 
 
I presented this work and the composite images at the next SW conference.  Allen Gold, my 
COTR was very excited with the presentation, and very complementary   ADL came up with lots 
of objections.  
 
Considerable information was obtained from this and related indigo work.  For example, for the 
paper that was used for this work it was determined that about 15% of the surface areas of the 
carbon and message sheet made contact at a pressure of 1000 lb per sq in.     
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Top: Mirror image of the indigo carbon that was pressed against 100 message sheets. 
Bottom: The image produced by the sequential exposure of photographic negatives of eight 
message sheets of the exact area that contacted the above carbon.  Note that the pattern of indigo 
deposits of the composite closely resembles the pattern of fibers of the carbon.  See text for 
further explanation.  Indigo deposits on individual message sheets are shown on the following 
page.   Each photograph represents an area approximately 1 X 1.5 millimeters. 
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These indigo deposits are from areas of two message sheets that were included in the composite 
photograph in the preceding page but not of the same area.  Unfortunately I saved the wrong set 
of photographs.  The appearance is similar to the areas that were used for the composite. 
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SECTION 4.7   MAIL PROBES 
 
During some of the early secret writing conferences there were discussions concerning the 
security of our secret messages.  A wide range of opinions were expressed. Some thought that 
the opposition was doing very little censorship and security was not a problem.  Others thought 
that most of our letters were censored and that the opposition was very good at it. Strong 
opinions were expressed but they were only opinions.  There was little evidence one way or 
another about what was being done to our letters and what might be detected. 
 
Frank Laubinger was my COTR at the time and he suggested designing a set of mail probes to be 
sent though opposition mail channels and then returned for analysis. He had very little support 
but managed to obtain funds for a small feasibility study that was conducted in 1962.  Our 
approach included putting microdots of reagents on the letter that would respond to various 
chemical or physical treatments. We submitted a report and it generated no interest.  Then in 
1966, someone saw our report and wanted to put mail probes in operation immediately.    

 
We went from a feasibility study to operations without much time for a development stage to 
refine our procedures. In the feasibility study we had tried many things with varying degrees of 
success. We now needed to decide which to use and which to discard. We needed to decide what 
to put on the letters, where and how to put it and how to locate it and analyze it when it was 
returned. We needed to prepare the sheets of paper with the microdots and measurements of 
various paper properties such as thickness, reflectivity and exact size. The client would use these 
sheets to write a letter, mail it, recover it and return it to us for analysis. 
  
We selected eight reagents and placed 0.5 mm diameter micro dots of the reagents on the letters. 
Some were to detect chemical treatments and some physical treatments.  A copy of the template 
that we used for recording the microdot locations on the letters and photographs of the apparatus 
for placing the microdots appears on following pages. 
 
We learned quite a bit.  The Chinese were applying numerous reagents to the letters, including 
one that was previously unknown to us.  There was much less evidence of treatment in the Soviet 
block.   
 
Two of the dot materials were emulsions of two different paraffins. These were paraffins with 
fairly sharp melting points.  One melted at 90oC, the other at 140 oC.  I made the emulsions by 
pouring a thin stream of hot molten paraffin into a high speed blender containing cold water.  
The dots were “read” on the return probes by applying “liquid iodine.”  In a letter that had 
received no treatment the dots would appear dark against a light background.  This was the result 
of the water of the emulsion wetting the paper. If the letter had been heated to above the melting 
point of the paraffin, the paraffin would have coated the surface of the paper and prevented the 
iodine solution from wetting the paper and the spot would appear as a resist, a light spot against a 
darker background.  For example, if the letter had been steamed, and then dried between blotters, 
the 90 oC melting paraffin would have melted and appear as a light resist while the 140 oC 
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paraffin spot would not be detected because the paraffin had not melted but the steaming would 
result in the background being dark.  But if the paper had been steamed the background would be 
relatively dark as compared to a control.  If the letter had been wet for any reason and then 
ironed dry, both paraffin spots would appear as resists. 
 
We obtained all of the above possible results in the operational samples from China. 
 
Two of the stripes shown in the photograph of the chemical censored letter (Section 4.1) were 
labeled “oxine”.   Oxine is the common name for 8- hydroxyquinoline.  It is a common analytical 
reagent for the detection of several metal ions and reacts with the metals to form a fluorescent 
complex. Any of various metal compounds used in secret writing can be detected with oxine as 
fluorescent writing when viewed in ultraviolet light.     
 
Our probe letters contained two metal compounds. They were nickel sulfate and magnesium 
hydroxide, Mg(OH)2, commonly known as milk of magnesia. The Mg(OH)2 dots on most of the 
letters returned from China were very fluorescent.  We first assumed that the letters had been 
treated with oxine, but when we extracted the material from a letter and compared it to oxine by 
thin layer chromatography it was evident that the material was not oxine.  It turned out that the 
material was 2-methyl-8-hydroxyquinoline.  It was oxine with an added methyl group.  It was 
methyl oxine and soon became known as “MOX”.  
 
Many papers have trace amounts of aluminum and oxine reacts with this aluminum to produce a 
general fluorescence of the paper which tends to mask the detection of secret writing.  MOX 
produces much less fluorescence with aluminum but fluoresces with several other metals.  
Therefore it is a better censorship reagent than oxine.  Some years later it was determined that 
MOX also was a fairly good censorship reagent by nucleation and crystal growth on secret ink 
particles. 
 
One of the microdots consisted of a compound that was destroyed if it was exposed to ultraviolet 
light.  Nearly all censorship procedures include an examination with ultraviolet light, either alone 
or in conjunction with the application of some chemical.  As expected, most of the letters from 
China had been exposed to UV.    
 
We examined the returned letters for residual censorship treatments not related to our microdots. 
Many of the letters from China contained trace amounts of iodine, ammonium ion (residual from 
fuming with ammonium hydroxide), and chloride ions (residual from fuming with concentrated 
hydrochloric acid). 
 
It was concluded that the Chinese were censoring most of the mail, but their techniques were not 
very sophisticated.  They were probably primarily interested in internal secret messages rather 
than secret writing by the United States. 
 
The fact that we found very little evidence of censorship from the Soviet Block was, in my 
opinion, much more significant.  It didn’t mean that they were not censoring, it meant that they 
were probably much more sophisticated and left little evidence of their procedures. 
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The probes were considered to have been a success and Frank asked if I would take a year off 
from MRI to teach the techniques in their labs around the world.  He said a formal request would 
be made only if MRI management approved.  Van Morriss, MRI’s Technical Vice President 
vetoed the idea. He said that if I left for a year I probably would not return to MRI.  I guess that 
was a compliment but I was disappointed.  In the end, people were brought to MRI from around 
the world for training. 
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The top picture:  This application apparatus consisted of two 9x10 inch plates of plexiglass with holes 
at the locations of the circles in the template shown on the preceeding page.  Leroy drafting pens were 
used to apply the reagent dots.  The pens, with a reagent solution, were placed in the designated positions.  
The two plexiglass plates were held apart with springs and the tips of the pens did not go through the 
lower plate.  This apparatus was then positioned on the probe sheet and the upper plate was momentarily 
pressed down so that the tips of the pens touched and deposited reagent dots on the probe sheet.  By 
moving this apparatus from sheet to sheet, multiple identical probe sheets were produced.   
 
Bottom right picture:  This is an enlargement of the one pen shown in the top photograph. 
 
Bottom left picture:  Before computers, every draftsmen had a set of these Leroy drafting pens. They 
ranged in size to produce very narrow lines to fairly wide lines.  A plunger wire, just smaller than the 
point opening, prevented the ink from leaking.  The pens were used in various holders.  This picture is 
about two-times actual size. 
 
(2007:  I went online and discovered that Leroy pens are still available.) 



 53 

SECTION 4.8   EXAMINATION OF MASS MAIL 
 
 

The CIA obtained thousands of letters from the British dead letter office in Hong Kong. Most of 
these letters had been mailed into China and for some reason were returned but could not be 
delivered to the sender.  The primary objective of this project was to search for new censorship 
reagents used by the Chinese and determine the frequency of their censorship.  It was a large 
effort involving several analytical techniques.  Huge amounts of data were collected but no new 
reagents were found. 
 
I will describe two things related to this project that might be of interest. The first is how the data 
was handled and the second, shown on the following page, is the apparatus we made to analyze 
for MOX on the letters. 
 
This project was done before computers were in general use.  Instead of a computer we used 
punch cards. Briefly, we used about a thousand 10 X 10 inch punch cards.  Each card represented 
a characteristic such as one possible result of an analytical procedure, for example the presence 
of residual iodine or MOX.  A hole was drilled through the card for a sample with that 
characteristic.  Each card had 100 X 100 sample positions for up to 10,000 samples.  Thus each 
sample was assigned a specific position on the cards.  Correlations were determined by placing a 
characteristic card or cards on a light table and then placing other cards on top of it to determine 
which samples had that combination of characteristics. 
 
Aren’t you glad you live in the age of computers? 
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This is the apparatus we used to detect the presence of  
2-methyl-8-hydroxyquinoline (MOX) on letters from China. 
 

• On the left is a 5X5 inch aluminum plate one-half inch thick.  The plate has 100 holes, 
5/16 inches in diameter and ¼ inch deep.  This is “A” in the picture on the right. 

• With this apparatus we didn’t even need to open the envelopes for the analysis.  We 
just punched a ¼ inch sample from the letters and placed the sample in one of the 
holes.  The analytical procedure was as follows: 
o A ¼ inch punch of a blotter was placed in each of the 100 holes of the plate “A” 

and each was slightly wet by adding 10 micro liters of water (a very small drop.) 
o A punch from each of 100 letter samples was added to the holes in the plate. 
o A 5 inch square of filter paper “B” that had been sprayed with a solution of zinc 

chloride was placed on the plate, followed by a sheet of blotter paper “C,” a sheet 
of polyurethane foam “D” and an aluminum cover plate “E.” 

o The assembly was held together with three bolts shown at the upper left. 
o The assembly was then placed on a hot plate.  The steam from the heated, wet 

blotters “steam distilled” the MOX from the letter samples and the MOX vapor 
reacted with the zinc on sheet “B.”  The MOX was detected by examining the 
sheet with ultra violet light.  Any MOX present resulted in fluorescence. 

• With this apparatus, hundreds of samples could be analyzed in a few hours. 
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SECTION 4.9   MICHLER’S KETONE 
 
In 1964 MRI received another project to study a mechanism of detection, in this case, for 
Michler's Ketone, MK for short also known as 4, 4’-bis (dimethylamino) benzophenone. Arthur 
D. Little (ADL) had come up with this reagent and they were not happy that the project was 
given to MRI but their major assignment was to develop new secret writing systems, not 
detection.  MRI had done good work in determining the mechanism of iodine detection.  The 
CIA had several projects at MRI in various areas other than the ones I had.  I was not involved 
with the early portion of this work.    
 
The procedure for this detection, as presented to MRI, was to spray a solution of MK in acetone 
on the paper being examined and view the results under long wave ultra violet light (UV). 
With the MK, the paper fluoresced a bright yellow.  Usually no detection was seen at this stage. 
The paper was then repeatedly sprayed with a very fine mist of chloroform.  A detect generally 
appeared in one to two minutes as a dark blue message against the bright yellow background.  
 
Dr. Florence Metz wrote the proposal.  Dr .Ron Butler along with Lane Young did the lab work. 
The literature on Michler's Ketone was primarily related to energy transfer and Florence 
concluded that the detection mechanism was energy transfer. (Energy transfer is when light is 
absorbed by a molecule to increase its energy, alter the position of its electrons, and then this 
energy is transferred to another molecule, which in this case results in fluorescence.)  
 
At the time, I was in Dr. Earl Barney's Section. Florence and Ron were in another section. The 
turf battles between Florence and Earl were classic. They hated each other, each with 
considerable justification.  So, as far as Florence was concerned, I was in the enemy camp.  
Therefore I knew little about what they were doing until the beginning of the third year.  This 
project was titled something like a search for MK-like reagents. I learned that ADL had been 
given a copy of their reports and strongly disagreed with MRI's results and conclusions. 
 
Florence had proposed that the mechanism of detection was energy transfer and their 
experiments were designed to prove it. Their work had followed procedures from the literature 
related to energy transfer. This work was with solutions.  They identified several materials that 
gave classic energy transfer characteristics, in solution.  They then made screeds using these 
materials and tested them with MK.  Some detects were obtained.  As far as they were concerned 
that proved that the MK detection mechanism was energy transfer. 
 
ADL suggested that the mechanism was nucleation.  
 
Dr. Florence Metz was not one who wanted the truth of her theories to be tarnished by 
experimental results.  ADL's suggestion was ignored and Florence dug in with work that could 
not indicate a mechanism other than energy transfer. 
 
The real beauty of research is to see the unexpected, and to look for the unexpected.  You 
conduct an experiment with expected results and get something else.  I was often successful 
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because I noticed the unexpected which often was much more important than the expected.   Ron 
and Florence, like many in the field wore blinders and saw nothing other than what they wanted 
to see. If something else appeared, they ignored it.  In this instance, they got some good results 
but they failed to interpret the results properly.      
 
Colin R was the project monitor for both my projects and the MK project.  Colin was with ADL 
during WWII and joined the CIA shortly after it was formed.  He had a PhD from Kentucky. He 
was very good.  On Colin’s next trip for a project meeting, he brought Marty Koocher of ADL. 
Marty was a very aggressive, out-spoken individual.  He demonstrated what he thought was 
convincing evidence of nucleation. That meeting and demonstration was my first real 
involvement with MK, and I was convinced that nucleation was at least part of the detection 
mechanism.  Florence and Ron ignored Marty’s demonstration and redoubled their efforts to 
prove energy transfer. 
 
After the meeting, I ran a ten minute experiment.  I made a screed line with an ink that I knew 
would be detected with MK.  Beside the line I placed a wire about the size of the line and 
sprayed the sheet with MK.  The wire was a mask to produce a line without MK.  Then the wire 
was removed and the paper sprayed with chloroform to obtain the detect of the screed line. 
The detected SI line and the line free of MK, masked by the wire, appeared essentially identical.  
Both appeared to be blue.  The lines appeared to be blue to the eye as a complimentary color of 
the bright yellow background.  If the background was covered so only the screed line was seen, it 
was white.   
 
I told Ron about it and suggested that they should consider more than one mechanism, perhaps 
both energy transfer and nucleation. A short time later I wrote a five page memo to Ron making 
suggestions for what I thought they should include in their work  I suggested they do some 
microscopic examinations of the detects, which had indicated nucleation. I thought I convinced 
him, but the work that I had suggested was vetoed by Florence.  
 
After the next project meeting with Colin, when we were cleaning up, we found a sheet from a 
note pad on the floor where Colin had been sitting. The message was: 
 

From the desk of 
MARTY KOOCHER 
 
SOMETHING IS ROTTEN IN DENMARK 
 
And in MRI  

 
Did Colin intentionally drop it? 
 
Ron and Florence got a chuckle from it and nothing more. Years later I went through the MK 
files and found the letter on the following Page.  It was from Frank L who was my project 
monitor a few years earlier. That letter had been written in 1966, during the second of the three 
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projects.  It seems that any sensible person would have followed up on Frank’s information but 
Florence and Ron apparently completely ignored it. 
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Near the end of the third year of their project Florence went to Washington to present a proposal 
outline for a continuing project.  Colin told me some time later that her real objective was to 
have my work canceled and the funds transferred to her.  Colin said that he had often had one 
contractor bad mouth another, but had never experienced the intensity of Florence's attack on me.  
Among other things, she pointed out that if Colin funded her proposal he would be getting two 
PhDs while Gaylord only had a Masters Degree.  Her attack backfired. My proposal was funded, 
hers was not.  Their final report never mentioned the possibility of nucleation.  
 
But there was nothing personal in Florence's attack on me. I was just fair game in her turf battle. 
A short time later Earl Barny left MRI and the department was reorganized, Florence became a 
Section Head and I was placed in her Section.  Now, I was a very talented, nice guy on her turf 
and I had her full support.  
  
Colin asked if I could document nucleation for MK.  Microscopic observation of the detects of 
many SW systems clearly showed that the MK on the background was amorphous and the MK in 
the detected text was crystalline. I found no MK detects that were other than by nucleation. It 
looked about the same as the resist detect or flash resist for hot iodine, only the time frame was 
minutes rather than fractions of a second. Photomicrographs were taken and a report submitted.  
 
And why did the amorphous MK in the background fluoresce? I don't know. Maybe it was 
energy transfer.  
 
A few years later at one of the SW conferences Marty Koocher was asked some hard questions 
about some problems with ADL's work.  His response was to chide the Client for wasting three 
valuable years and considerable money by giving the MK work to an incompetent contractor. I 
assume his remark was also for my benefit, and it hurt, but silently, I had to agree with him.  
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SECTION 4.10   ZEPHYR 
 
Zephyr is the code name that was given to the secret writing detection procedure described in 
this section. It was the best and most important secret writing work that we did.  Paul Seiwald 
and I worked as a team and within a few months developed a procedure and found reagents that 
detected nearly all of the secret writing systems in use at that time. Secret writing was very 
important to the Client at that time and our results were devastating.  
 
During the time of the MK work I wanted to get back into detection work.  I certainly wanted to 
work in detection after I realized that Florence Metz and Ron Butler were doing a very bad job in 
detection.  Colin R returned detection research to my group in June 1968 after he canceled the 
MK follow-on project.  He told us that essentially all of the SW systems in use were recovered 
by nucleation and crystal growth. Most of these systems had been developed by ADL and they 
assured the client that they were completely secure and could only be visualized by the specific 
developer.  Colin was not so sure.   
 
By now SW carbons were in general use.  The carbons were used just as an ordinary carbon 
paper but looked like an ordinary sheet of paper.  Colin brought us twenty or thirty carbons of 
different systems and asked us to see if we could find a method to detect screeds produced by 
them.  He suggested trying supersaturated solutions of various materials.   
 
Paul Seiwald and I started work.  We started with solutions of colored materials so the detects 
could be easily seen. Supersaturated solutions are obtained by putting an excess of the material 
being tested in a solvent and heating it while it is stirred.  This produces a saturated solution at 
the heated temperature which is generally the boiling point of the solvent. The excess solids were 
then allowed to settle and the clear saturated solution poured into tray or pan and allowed to cool. 
Almost all materials increase in solubility as the temperature increases and decrease as the 
temperature decreases. In this example the solution has a concentration of saturation at the higher 
temperature but as the solution cools it becomes supersaturated. Many materials can exist as a 
supersaturated solution for a considerable length of time; in fact in organic chemistry it is often 
necessary to “seed” a solution with crystals of the material to start crystallization.  In secret 
writing detection, the SI on the message sheet acts as the seed for nucleation sites.   At some 
point during the cooling, the paper with the secret writing is slipped into the supersaturated 
solution and hopefully the secret ink particles act of nucleation sites for the crystal growth of the 
test material.  If is does, a detection of the writing results. 
 
This procedure is the same as for the recovery of a secret message.  The difference is that for 
secret message recovery, the supersaturated solution is the same material as the secret ink and 
nucleation and crystal growth is essentially certain.  For detection, the secret ink is unknown and 
It may or may not be an effective nucleation material for the supersaturated solution of another 
material. 
 
Our first success was with 2-nitro anisidine (methoxy nitro aniline or just nitro anisidine). It is a 
dark orange brown that could be readily seen. A couple of the systems were detected when they 
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were dipped in a 2-nitro anisidine supersaturated solution.  Nitro anisidine is fairly volatile so I 
tried vapor phase nucleation.  I placed some nitro anisidine in a Petri dish, placed the dish on a 
hot plate and a sheet of paper with some secret writing on the dish.  Detects were obtained. The 
hot nitro anisidine vapor had nucleated and grew crystals on the secret ink particles. 
 
The systems that Colin brought us were not detected using a plastic lift because the SI particles 
were smaller than the wave length of light. A lift was obtained by pressing a sheet of plastic, for 
example polystyrene, against the message sheet.  Some of the SI transfers to the plastic surface 
and if the particles were larger than the wave length of light they were visible when viewed in an 
intense light against a dark background. All of carbons that Colin had supplied us were made 
with SI particles smaller than the wave length of visible light.  However when lifts of the various 
systems were exposed to the nitro anisidine vapors from the Petri dish, several were detected.  
With the detection taking place on the clear plastic sheet rather than on paper, the detecting agent 
no longer needed to be colored. Any crystal growth on a clear plastic sheet is readily seen when 
viewed with a bright collimated light. 
 
More of the systems were detected from the vapor than from supersaturated solution.  This may 
be because the solvent of the solution may have dissolved the SI particles before they had time to 
serve as nucleation sites for the detecting material.  
 
Back in 1957 we searched for materials that acted like hot iodine detection.  We had found 
several materials that appeared to be fairly good but they were colorless and while detects were 
obtained they couldn’t readily be seen on white paper. We next tried those materials.  We hit the 
jack pot.  Within about two weeks we had materials and a technique that detected nearly half of 
the carbons that we had.  By September, three months after we started, we had a technique, and a 
battery of six reagents that detected over 90% of the entire stock of systems in use. The 
technique was simple and the detection was high contrast.   
 
See next page for examples of our early detection: 
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Each line indicates the use of a different Secret Ink identified by its own CD number. 

 
These are some of our very early Zephyr detects of Secret Inks in actual use at the time. 

Note that different Zephyr reagents detect different inks. 
 

In these examples, Pyrene, Anthanilic Acid and Benzoic Acid  
were used to detect the Secret Inks. 

These photographs were printed as negatives so they appear as dark 
letters with a light background. 
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The Client was in panic. In three months they went from believing that their systems were 
secure, to knowing that they were not secure.  The technique was code named Zephyr and was 
classified at the highest level, above TOP SECRET.   Only a limited number of individuals 
within the CIA were briefed on the procedure. It was that important to them. 
 
We continued to look for other reagents and to refine the procedure.  At first it took several hours 
to screen a new compound.  Temperatures were critical, and we had to change temperatures until 
we reached an optimum range.  By this time we were using plastic coated glass plates for the lift 
surface and the temperatures of both the test reagent surface and the glass plate were important. 
We then built and used two gradient temperature hot plates to quickly find the optimum 
temperature combinations for the reagent source plate and for the message lift. Each of these 
plates consisted of an aluminum plate 18 inches long and seven inches wide and 3/8 inch thick. 
One end was thermostatically heated to a selected temperature, for example 100 °C, and the 
other end cooled with circulating water from a controlled temperature water bath for example 
30°C.  There was a uniform temperature gradient along the length of the plates.  
 
 The two plates were positioned perpendicular to one another so a wide range of temperatures 
and temperature differences existed between the two plates in a single two minute examination.   
A new reagent could now be screened in minutes, and the results were much better than the 
previous trial and error procedure. The configuration and temperature relations of the two 
temperature gradient plates and the detection of a test screed are shown on the following pages.  
 
The optimum temperature for the reagent source plate and the lift surface varied somewhat from 
one reagent to another depending on the vapor pressure of the reagent.  In general the best 
detects were obtained when temperature differences between the reagent source plate and the lift 
surface were thirty to forty degrees Celsius.  This represented a super-saturation of about 20 at 
the surface of the lift. That is, the vapor pressure (vapor concentration) of the reagent at the 
source plate temperature is twenty times that of the lift surface temperature. 
  
The Client had acquired nearly 100 Soviet Block carbons, and they were detected as well as were 
ours.  Our Client therefore reasoned that if we could detect their systems by this technique, the 
Soviets did not have a similar technique. They would not be using systems that they knew could 
be detected, therefore it was safe for us to continue using our systems.  Do you sense a flaw in 
this reasoning?  I am almost certain that the Soviets had a similar detection system from the fact 
that our earlier mail probes showed almost no evidence of chemical censorship.  Our probes 
would not have provided evidence of a Zephyr type procedure.  In later work, (Section 4.11) we 
identified numerous Soviet secret inks and from the nature of these materials it was fairly 
obvious that their recovery method was also nucleation and crystal growth.  So, in my opinion it 
was very likely that they had their own “Zephyr” procedure.  I would like to know if they used 
the same reagents that we did.  
 
Zephyr became a major concern for selected groups working in SW.   
 
We worked for the next several years both on how to improve the technique, but most of the 
effort was how to defeat it.  Numerous approaches were taken by us and other groups. Many 
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millions of dollars were spent.   It took more than ten years to finally defeat it.  And we were the 
ones that came up with the technique that did. 
 
But before discussing our attempts to defeat Zephyr I will describe the apparatus and procedure. 
 
The lift surface.  We wanted as clean a plastic surface as possible. Any commercial plastic sheet 
that we tried had flaws that served as nucleation sites for the reagent and interfered with the 
detection.  We finally standardized on glass plates coated with a very thin layer of Lexan 
(polycarbonate). The glass was ordinary window glass. A dilute solution of Lexan in methylene 
chloride was streaked along one edge of the glass plate and then spread across the plate by 
drawing a “doctor” blade with a spacing of about 0.1 mm between the glass and the blade. The 
methylene chloride quickly evaporated to produce a clean Lexan surface without flaws. 
 
ADL was given the Zephyr procedure and they made some modifications including the use of 
commercial polystyrene sheets for the lift surface. They had used these polystyrene sheets for 
plastic lift detection for several years.  They modified other steps in the procedure as well.  There 
were some differences in the detection obtained by our and ADL’s procedures.  These 
differences will be briefly mentioned later. 
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On Possible Configuration and Temperature Relationship 
of the Two Temperature Gradient Hot Plates. 

 
Each plate was 7 X 18 inches with one end heated and the other end cooled to provide a linear 
temperature gradient along the length of the plate.  A solution of the reagent that was being tested 
was sprayed onto a thin 7 X 7 inch aluminum plate which was positioned on the Reagent Source 
plate covering the desired temperature range.  The test screed was “lifted” onto the center 7 X 7 
inches of a 7 X 9 glass plate with a thin coating of Lexan.  The lift was obtained by pressing the 
test screed against the Lexan coated glass at 1,000 psi, with a total force of 50,000 pounds. 
 
The lift was positioned on the gradient temperature Lift Plate covering the desired temperature 
range and attached to the plate with clips at each end.  The Lift Plate was then inverted and placed, 
with the center of the lift over the Source Plate.  The reagent coated plate had 0.5 mm spacers on 
each corner to provide a space between the two surfaces.  After two minutes the Lift Plate was 
removed from the Source Plate, the glass plate with the lift was removed and examined for a 
detect.   
 
Note that the upper left corner of the 7 X 7 inch square of the test has the maximum temperature of 
the source plate and the minimum temperature of the lift.  Thus this corner has the maximum 
temperature difference between the two surfaces.  The lower right corner has the coolest source 
temperature and the warmest lift temperature.  This gives a gradient temperature difference from 
the lower right to the upper left. 

An example of a resulting detection is given on the following page.  
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Left:  Temperatures, Vapor Pressures, and Degrees of Supersaturation of Benzoic Acid at 

Various Positions for the Crossed Gradient Temperature Plates. 
 
Right:  The Detection of a Test Screed by Benzoic Acid with the Conditions Indicated on the Left. 
 
For this example, as shown above, the gradient temperature plate for the reagent was vertical, the 
hottest end to the top.  The plate with the screed lift was placed in a horizontal position on top of 
the reagent plate as described on the previous page. 
 
The temperatures of the reagent source plate are given along the vertical axis and the 
temperatures of the lift plate are given on the horizontal axis.  The vapor pressure of benzoic acid 
at the various temperatures are given to the left of the temperatures for the reagent source plate 
and below the temperatures for the lift plate. 
 
The degree of supersaturation at any point is the vapor pressure produced at the source plate 
divided by the vapor pressure that would be produced at that temperature on the corresponding 
position on the lift plate.  The degrees of saturation at various positions are indicated by the 
numbers within the 7 X 7 inch square.  The diagonal lines represent approximately the same 
degree of supersaturation.  
 
The vertical lines in the image to the right are from screed lines of graphite.  The horizontal lines 
are of various operational secret inks.  
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The lift.   We had a press with 7 X 7 inch plates so our work was limited to that size.  That is 
why our temperature gradient hot plates and glass plates were 7 inches wide.  The message sheet 
was placed on the Lexan coated glass and the combination placed in the press and pressed at 
50,000 pounds force, which is slightly more than 1000 lb/sq inch. 
 
The glass plates were 7 X 9 inches and that size was selected for the initial gradient temperature 
work.  The glass plate was attached to one of the gradient temperature hot plates with clips at 
each end and then the assembly was inverted and placed on the other gradient temperature plate 
which had the reagent source plate.  The two gradient temperature plates were positioned at right 
angles to one another with the middle 7 X 7 inch area common to the two plates.  Spacers of 
about 0.5 mm separated the two surfaces  
 

This is the device that was used to produce the test screed lines that are  
shown on the previous page. 

 
Each of these ball point pens were spring loaded to produce a writing force of 125 grams. 
As you can see this devise has been damaged.  Three of the pens have been broken off and 
the left wheel is missing.  The wheels were slightly higher that the pen tips so, in writing, 
the pens were pushed up to the level of the bottom of the wheels and pressed down by the 
force of the springs.  
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The source plate.  The source plate consisted of an aluminum plate that was lightly sprayed with 
a solution of the detecting reagent.  This plate had corner spacers of about 0.5 mm which 
determined the spacing between the source plate and the lift surface. 
 
The detect.  For the initial gradient temperature work the development was timed for two 
minutes which was about the optimum time.  For later work, with uniformly heated hot plates we 
could watch the development of the detection and stop it at the desired time which was generally 
about two minutes.  We built a special lighting devise that directed light into the edge of the lift 
glass plate.  The light was totally reflected from one surface to the other as it traveled through 
glass.  Looking down on the plate before detection had started, it looked dark.  When a crystal of 
reagent formed on the surface it allowed light to escape at that point and appeared as a pin point 
of light. When multiple crystals formed along the written text, the writing appeared as bright 
lines against a dark background. This lighting system was one advantage of using glass rather 
than a thin plastic sheet.  However, light will travel inside of a thin plastic sheet for a 
considerable distance. Or the plastic sheet can be optically coupled to a glass plate with a film of 
liquid, usually water, so that the light passes into the plastic sheet and reflects from the lift 
surface.    
 
ADL used thin polystyrene sheets as the lift material and since the sheet was not ridged as was 
glass they used a spacing of about one centimeter. The polystyrene was not temperature 
controlled and was backed by room temperature air but the sheet was heated from the hot source 
plate temperature.  The sheet was somewhere between the source plate temperature and room 
temperature. We were sent carbons for Zephyr examination of each new SW system that was 
developed, generally by ADL. There were some differences in detection results that they 
obtained and those that we obtained.  Some years later we compared the two procedures. We 
found that some of the battery of Zephyr reagents worked better with a Lexan lift and others 
were better with Styrene. 
 
Zephyr Defeat.  Most of our early attempts to defeat Zephyr was to try to mask the detect.  That 
is, to apply something to the entire paper surface that would provide nucleation sites over the 
entire sheet and thereby reduce the detect contrast to zero. Graphite was detected by all of the 
battery of reagents so it was one masking material tried.   
 
We obtained graphite masking by first darkening about 2 square inches of a sheet of paper with a 
No. 2 pencil (sheet No. 1)  This area was then rubbed with a Kleenex -like tissue (tissue No. 1)  
A new sheet of paper (sheet No.2) was then rubbed with the tissue (tissue No.1). That tissue was 
discarded and the second sheet (sheet No.2) was rubbed with a new tissue (tissue No. 2). A third 
sheet (sheet No. 3) was then rubbed with the second tissue (tissue No.2) to produce a masked 
message sheet. There was no visual indication of the graphite on this sheet. Incidentally this third 
sheet could be used as a carbon to produce writing that could be detected with high contrast by 
any of the battery of Zephyr reagents. 
 
Masking greatly reduced the “signal-to-noise ratio” and reduced the detect contrast but it did not 
defeat Zephyr. 
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ADL and others were making fluorinated secret inks with the idea that they would be less polar 
and less likely to be detected.  These compounds were detected with fewer of the battery of 
reagents but did not defeat Zephyr. 
 
We finally considered the entire Zephyr procedure in a search for a vulnerable step and found the 
lift step as a likely target.  If we could prevent the transfer of SI from the message sheet to the lift 
surface we would defeat Zephyr. We first tried spraying the message sheet with a solution of 
film-forming material.  We could essentially defeat Zephyr, but it caused problems with recovery 
of the message.  The solvent used for the spray could not dissolve the SI particles and the film 
needed to be soluble in the solvent used in the recovery procedure.  Close, but no cigar. 
 
Pre-rubbing the message sheet before the message was written had become standard procedure 
primarily to defeat Hot Iodine.  In this case the paper was simply rubbed in a prescribed manner 
with a piece of flannel.  We tried “post-rubbing,” meaning rubbing after the message was 
written.  The intent was to remove the SI particles from the top surface of the top fibers.  The 
results: This defeated Zephyr.  For about half of the systems, the SI was smeared over the entire 
sheet to also defeat recovery.  For the other half, Zephyr was defeated and good recovery was 
obtained. Electron microscope images of the good post-rubbed messages indicated that the SI 
particles were simply moved from the top fiber surfaces to the edge of the fibers, the voids in the 
paper surface.  Since recovery is accomplished with a supersaturated solution of the same 
material as the SI, the SI did not need to be on the very top of the paper surface.   
 
Below are examples of pre-rubbed and post-rubbed screeds. 
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552 X 552 
XX552XX 

 
 

 
The Detection of 7 Secret Inks on Three Paper Treatments with Two Zephyr Reagents. 
 

 
Each set of numbers and Xs above indicate one of the 7 Secret Inks that were 
being tested.  For example, on the left you see sample 552. 
 

The paper treatments for the three columns were:  
left -   no treatment;  
middle  the paper was pre-rubbed with flannel before it was screeded;  
right -   the paper was pre-rubbed, screeded, and then post- rubbed.    

These seven systems were recovered well on post-rubbed screeds.   
 
As can be seen, rubbing the paper had little effect with the reagent shown on the left, but 
significantly increased the background and thereby decreased the detection contrast with the 
reagent on the right. 
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SECTION 4.11   FOREIGN SECRET INKS 
 
The Client had obtained many opposition SW carbons and they wanted to know what materials 
they were using as secret inks.  One contractor had been analyzing the carbons for the presence 
of metals but they were generally finding nothing other than the metals present in ordinary paper.  
Another contractor was using mass spectrometry by putting a sliver of the carbon in a direct inlet 
cup, heating the cup and obtaining the spectra of volatile components.  The spectra of the SI 
were generally lost in the maze of junk from the paper.  Spectra of dozens of components were 
usually observed.  Many of them were common to many papers and could be disregarded but by 
this procedure the only separation of components was their difference in volatility as the sample 
was heated and the data obtained at any moment represented a mixture of material.  The success 
by this procedure was very limited. 
 
We obtained this series of projects based on the fact that we could detect the SI by Zephyr and 
therefore we would be able to follow it through an isolation and purification procedure leading to 
instrumental analysis.  I came as close to making a hard sale for this contract as any that I had 
ever made. I was confident that we would be successful. 
 
We got the project and started work.  Only then did I realize that being able to detect the secret 
ink when it was present as secret writing, by Zephyr, did not give us a means to follow the SI 
through a purification procedure.  Once the SI had been extracted from the paper, Zephyr was of 
no use.  The probability of failure loomed large in my mind.  I had placed myself deep in a 
corner and needed to find a way out. 
 
I intended to use thin layer chromatography (TLC) to isolate the SI from other components in an 
extract of the carbon.  TLC that we were using consisted of the use of a glass plate coated with a 
thin layer of silica gel. A small portion of the sample extract was spotted near the edge of the 
silica gel coated plate and the plate was placed in a chamber with a small quantity of a solvent or 
a mixture of solvents.  The solvents slowly wicked up through the silica gel and through the 
sample spot.  Each component of the extract mixture had a degree of affinity to the silica gel and 
affinity, or solubility, to the moving solvent.  If a component had a great affinity to the silica gel 
and little affinity for the solvent it would move very little.  If the component had equal affinity 
for the silica gel and the solvent it would be stationary half of the time, moving with the solvent 
half of the time and would move half as far as the solvent front.  If the component had little 
affinity for the silica gel and a great affinity for the solvent it would move to near the solvent 
front.  Thus, each component moved depending on its relative affinity for the silica gel and the 
moving solvent, and the extract components were separated one from another.  There were 
numerous ways to visualize the components on the plate.  The most common was to use a TLC 
plate that contained a fluorescent dye in the silica gel that fluoresced when exposed to short wave 
ultraviolet light.  Nearly all aromatic organic compounds adsorb this wave length of UV and in 
so doing reduce the intensity reaching the dye.  The spot appeared dark relative to a bright 
surrounding background.  This is an oversimplification of TLC but it should give you a general 
idea of the separation procedure. 
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Our first work was an attempt to find some properties of the SI to aid in determining what 
component of the extract was the SI.  Solubility was the first property that we explored.  We did 
this by placing narrow strips of the carbon in vials with a small amount of various solvents.  The 
solvent was allowed to wick up the paper strips for about 20 mm (3/4 inch). The strips were then 
removed, dried, pressed against a Zephyr plate and examined by Zephyr.  If the SI was not 
soluble in a particular solvent it would be detected for the full length of the strip.  If it was 
slightly soluble in the solvent the detection would start a short distance from the wetted end of 
strip and continue to the top of the strip, and if the SI was very soluble there would be no 
detection there the solvent had wet the paper.  This gave us considerable information concerning 
the solubility of the SI and, at times, allowed us to select a solvent to remove non-SI components 
in a preliminary extraction, or to use the mildest solvent to extract the SI without much of the 
paper components. 
 
But our real break came after considering the properties of all SW carbons.  The one property 
common to all carbons was that the SI must readily transfer from the carbon to the message sheet 
during the preparation of the secret message.  Essentially no paper components are transferred 
when it is pressed against another surface.  The procedure that we finally developed was to press 
the carbon sample against a polyethylene sheet to transfer some SI to the polyethylene.  The SI 
was then washed from the polyethylene and the wash concentrated by evaporating most of the 
solvent.   
 
The concentrated wash was then spotted on a TLC plate beside a spot of an extract of the carbon. 
The extract contained much more of the SI than did the lift, but the extract had many other 
components and resulted in numerous spots on the developed plate but generally there was only 
one spot from the polyethylene lift. That spot identified the position of the SI from the extract.  
The SI from the extract was then recovered from the TLC plate for instrumental analysis. 
 
In a little more detail, we pre-washed the polyethylene sheet in solvents to remove soluble 
components before it was used to make the lift.  The extract from the carbon contained lots of 
paper junk and the extract was actually streaked along several inches of the 8 X 8 inch TLC plate 
with the lift wash spotted at the end of the streak.   After the TLC plate was developed and the 
position of the SI located it was recovered.  To recover the SI from the TCL plate, the silica gel 
with the SI was carefully scraped from the glass and placed in a tube with a plug of glass wool as 
a filter.  The SI was then eluded (washed) from the silica gel with an appropriate solvent. The SI 
was then identified from mass spectrometry and infrared spectrometry data. 
 
Paul Seiwald ran these projects for several years until he retired.  He was very successful in 
isolating and identifying the SI from most of the samples.  They were typically organic 
compounds with molecular weights of between 200 and 400.  He confirmed the identification by 
synthesizing the compound if it was not commercially available and using it to recover secret 
writing from the original Soviet Block carbon.   
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SECTION 4.12   INK JET PRINTER SECRET WRITING 
 
The objective of this series of projects was to be able to prepare secret messages with a computer 
and an ink jet printer.  There were almost an endless number of problems to be solved.  We had 
to find a solvent that (1) would dissolve the SI, (2) not modify the message sheet in a detectable 
manner, and (3) would work in an ink jet cartridge. The SI, when printed on the paper needed to 
crystallize to serve as nucleation sites for the recovery of the message.  Many of the inks that we 
tried remained amorphous rather than crystallizing.  We were successful but it took five years of 
fairly intense work to do so. 
 
This project started soon after ink jet printing was developed and introduced by Hewlett Packard.  
The original project plan was for me to work with individuals at Hewlett Packard, but I was soon 
able to modify the cartridge for our experimental development work and later modify cartridges 
that were supplied to the client for operational use. 
 
An ink jet cartridge has a series of closely spaced tiny orifices in a plate with a tiny electrical 
heater behind each orifice.  Ink fills the orifices and the small amount of space between the 
orifices and the heaters. During printing, a jet of ink is ejected from the appropriate orifice at the 
appropriate time by a heater which vaporizes some of the ink and its sudden increase in volume 
forces a small jet of ink from the orifice onto the paper.  (I believe some printers now use 
piezoelectric crystals rather than heaters to produce the ink jets.) 
 
Many ink solvents that we tried did not produce a jet of a single droplet that was needed for good 
resolution and none of the solvents that both dissolved the SIs and did not give detectable 
messages were compatible with the plastic components of the ink cartridge.  I had to modify the 
ink cartridge by removing the existing reservoir and replacing it with a glass vial with a glass 
capillary going from the vial to the print head. 
 
On the following pages are images of the ink cartridge and copies of recovered ink jet secret 
writing.  As stated earlier, this work was done with the first HP print cartridge and the work was 
completed just before I left MRI in 1996.  I do not know if later cartridges have been adopted for 
secret writing. 
 
The inks that we developed did not produce iodine detectable SW.  Therefore it could be loaded 
into a felt tip pen to write on paper and it would not be detected with iodine.  So what I had tried 
to do and failed in the 1950s and 1960s was a success as a side effect of this work.  
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The HP ink Jet Cartridge 
 

Top left:      The unmodified cartridge 

Top right:    Disassembled cartridge with the rubber bladder removed, part of the top fin                                  
removed and a vertical hole drilled though the cartridge 

Middle left:    Back view of the front plate. The hole to the orifice plate is at the top of the 
tapered channel going from the center upward and slightly to the right.  The 
top of this channel was milled away to gain access to the hole. 

Middle right:     A small vial used as the ink reservoir, and the reassembled cartridge with glass 
tube cemented into the body of the cartridge and a capillary placed and 
cemented in the hole of the orifice plate. 

Bottom:         The modified cartridge with the reservoir in place.  The reservoir held       
enough ink to print about twenty sheets.   
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Screeds of three systems prepared with Secret Inks from a modified HP Ink Jet printer.  The top 
example was visualized with carbon black in the developing bath; the lower two had dyes in the 
bath.         
 
Text selections by Leigh Laber, who had a great sense of humor. 
 
On the following two pages are full pages of developed screeds.  Both had dyes in the bath.  The 
pale blue dyed the text darker than the paper.  The second one the dyed the paper but not the 
recovered text, thus light on dark. 
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Leigh Laber, who chose the quotes used above, conducted most of the laboratory work for the 
last two years of the project.  Leigh was a technician without a college degree; as such she was 
expected to do assigned tasks but was not expected to contribute to the direction of the tasks.  
However, Leigh did much more. I was very fortunate to have Leigh working with me on this 
project.  Below is a copy of a memo that I submitted at the time of Leigh’s performance 
evaluation. 
 
 
June 28, 1990 
 
To:   Stan Spurlin 
 
From:   Gaylord Atkinson 
 
Subject:   Leigh Laber’s performance 
 
Leigh Laber’s work has been consistently outstanding.  She is dependable and takes an active 
interest in the project to which she is assigned.  She has performed beyond her assignments. She 
has made numerous substantive suggestions for the current project.  
 
She has outlined material for the quarterly reports, organized the data for the reports and drafted 
sections of the reports.  She has prepared material for presentation at meetings with the sponsor 
and actively participates in the meetings. 
 
During the past month Leigh has observed, noted and called attention to two sets of unexpected 
results.  The first seemed to be simply an interesting observation, of little or no practical 
importance. The second was devastating to the progress of the project.  Leigh managed to relate 
the two and with the first, helped explain the second.  She further dug out reports from the 
previous project (of work done before she was in the group) and related the current results with 
data in the old reports.  These correlations have helped us to partially understand the current 
unexpected results and have opened the way for a new experimental approach which hopefully 
will allow us to overcome the impasse in reaching a major project objective in a timely manner. 
 
Leigh’s performance is an excellent example of the quality work that is a goal of MRI.  In 
Leigh’s case the quality is self imposed and spontaneous.  She should be recognized and 
encouraged. 
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SECTION 5   GENERAL ANALYTICAL 
 
 
This series of projects evolved from the Chemical Warfare Analytical projects at MRI with the 
CIA as project sponsor. Project Leaders, starting in 1962, had been Dr. Earl Barny, Dr. Ted 
Herman and Dr. Don Rosebrook. I became the Project Leader in 1972 when Don left MRI and I 
was the Project Leader for the remainder of the time that I was at MRI.  More than a thousand 
samples of very diverse materials were received and analyzed.  Many of the samples were one-
of-a-kind, unrelated to other samples.  Others consisted of series of related samples.  
 
While most of the activities in this series of projects were related to chemical analysis, we also 
conducted other services for the client.  We developed procedures, formulated materials and built 
equipment for special uses and tested various items for the Client.   
 
For this section I have selected fifteen samples or sample groups that I believe you will find 
interesting. There were hundreds of other samples. Following discussion of the fifteen selected 
samples I mention some of the others in a last miscellaneous section. 
 
There are a few other interesting items that I have omitted for security reasons.     
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SECTION 5.1   TRACKING  
 
 

NPPD 
 
Don Rosebrook was the Project Leader of the General Analytical project in 1970 when a 
doormat from our American embassy in Moscow was received for analysis of an oily substance 
on the mat. 
A previous doormat had been found with a similar oily substance, was discarded and replaced 
with this mat.  Within a few days this mat was observed to also be wet with an oily substance. It 
was now assumed that the doormat contained some sort of a tracking agent and it was submitted 
to MRI for analysis.  The results of the analysis indicated that the major component of the oily 
material was oleic acid and other lesser components were consistent with the composition of a 
substance known as “tall oil.” Tall oil is a by-product of the wood pulp industry and “tall” is 
Swedish for pine. Tall oil has the consistency similar to olive oil or cooking oil.  Don submitted a 
report with the results and concluded that the oily substance was tall oil. He concluded that the 
tall oil was a solvent or carrier for the tracking agent but no tracking agent was found. Some 
months later another doormat was received and the analytical results were the same as for the 
earlier sample.  Again, only tall oil and no tracking agent was found. 
 
A third doormat, again containing an oily substance was received in August 1972 about a week 
before Don left MRI and I became the Project Leader. Again the oil seemed to be only tall oil.  I 
submitted a report with the analysis indicating that only tall oil was found but unlike Don who 
found no tracking agent, I suggested that the major component of tall oil is oleic acid and oleic 
acid is a component of animal fat. I suggested that the oily material might be a tracking agent for 
a trained dog. Jinx Anderson (his name was Glenn, but he was known as Jinx) was my COTR for 
this project.  He requested that I furnish him with a sample of tall oil for testing.  I sent it and 
they got a dog trainer and dog for a trial.  Jinx placed some of the sample that I supplied on a 
towel, stepped on the oily towel, and then walked for eight miles around the streets of 
Washington.  The dog followed his trail for the entire eight miles. That was my first sample on 
the general analytical project.  I was involved with samples related to tracking for the remainder 
of my time at MRI.   
 
Shortly after that, Jinx woke up in the middle of the night to an apartment full of smoke.  He 
found a sofa burning and tried to carry it outside.  He was badly burned and never returned to 
work. 
 
Additional tall oil containing doormats or paper towel wipes of doormats were received in May 
and October 1973, and March 1975.    
 
Next we received paper wipes in July 1975.  The wipes were from various places inside of a car.  
They were visibly stained a yellow-brown and produced a yellow fluorescence.  The material 
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was not identified but may have been the same material that was identified from the next sample 
described. 
 
In March 1976 we received part of a facial tissue with a slight orange smudge.  The tissue had 
been used to wipe the steering wheel of a car in Moscow.  Something unusual appeared to be on 
the steering wheel so it was wiped and we received half of it for analysis. (We were told some 
time later that another contractor received the other half and they found nothing.)    
 
This sample arrived on a Friday afternoon.  Microscopic examination showed that the material 
was a powder and a couple of particles were removed and a melting point obtained.  A small 
portion of the tissue was extracted with acetone and the extract examined by thin layer 
chromatography.  A single spot was seen on the developed plate indicating a single component.  
It was readily extracted in acetone so we extracted the entire sample in acetone.  By that time it 
was five o’clock and time to go home.  We had enough information to know what to do Monday 
morning.  We put the acetone extract in the refrigerator and went home for the weekend.   
 
Monday morning I ran another TLC examination of part of the acetone extract, and to my horror 
we now had dozens of components.  The sample had reacted in, and with, the acetone.  The 
component that matched the location and characteristics of the spot that we had on Friday now 
appeared to be a minor component of the mixture. We isolated several components from the TLC 
plate, including the component that appeared to be the original sample and obtained reasonably 
good mass spectra (MS) and infrared spectra (IR) of the components.             
 
There are MS and IR reference spectra for thousands of compounds in the literature but nothing 
was found that matched the spectra of this compound. We had to identify the compound from 
information of the MS and IR spectra.  Years later I became fairly good at interpreting spectra 
and determining the molecular structure from spectra but in 1976 it was new for me. I had 
identified many unknown compounds by matching their spectra to reference spectra but not by 
interpreting a spectrum by itself.  I worked on the data for weeks without coming up with a 
reasonable structure.  I knew that the molecular weight was 203 which is an odd number 
indicating that the molecule had an odd number of nitrogen atoms, 1, 3 or 5 etc.  It was fairly 
certain that it had a nitro group, -NO2 ,  an aldehyde group, -HC=O and an aromatic group which 
would be a six carbon benzene ring or phenyl group. Dan McCausland, an MRI employee in the 
Organic Synthesis Group, gave me the final clue when he said that the IR spectrum indicated a 
trans -CH=CH-CH=CH- group. “Trans” indicates that the hydrogen atoms alternate from the top 
to the bottom of the carbon chain. 
 
So how could the parts fit together?   The correct structure turned out to be as follows: 
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Its chemical name is 5(4-nitro phenyl) pentadieneal.  The ‘4’ indicates the location of the nitro 
group on the benzene ring; ‘pentadien’ indicates a five carbon group with two double bonds; and 
the ‘al’ indicates an aldehyde group.  I created the acronym of NPPD.     
 
While I thought that I knew the structure, I wanted to confirm it.  I sent the above structure to 
Aldrich Chemical Company and asked for a bid for making some of it.  They specialized in 
synthesizing custom chemicals, but for some unknown reason they turned the bid down. (Ten 
years later when the compound, then known as “Spy Dust” when it became national news, it 
became available in their next catalog and was listed as Spy Dust.)  The synthesis was not 
difficult so I made some, which produced MS and IR spectra and a melting point identical to the 
sample.  These results confirmed the structure of the compound. 
 
Our next tracking agent sample arrived more than a year later in June 1977.  A cotton ball had 
been used to wipe the interior of a car in Leningrad.  The wipe was yellowish and similar in 
appearance to that of the previous NPPD sample.  This sample gave analytical results that were 
fairly simple to interpret.  Chemically it was entirely different than NPPD.  It turned out to be the 
di-napthylhydrozone of terephthalaldehyde.  This material was never seen again. 
 
You might wonder, as I did, how did the material get on the inside of the car?  These cars were 
from the US Embassy and were clearly identified by their license plate.  The windows were left 
open a couple inches so anyone that wanted to leave a message could slip it into the car through 
the slightly open window.  The steering wheel could also be sprayed through the window 
opening. 
 
It was nearly three years before we received the next car interior wipe.  We received gauze wipes 
from cars in March and September of 1980.  Both contained NPPD.  These samples were 
different in that they also contained considerable quantities of a common plasticizer, Di-2-
ethylhexyl phthalate (DEHP).   Apparently the plasticizer was used as a carrier for the NPPD.  
 
Two years later, in November 1982 we received a canvas handbag that we found to be heavily 
loaded with NPPD.  A couple of weeks later we received a ski glove that had come from the 
same individual.  The glove was very contaminated with NPPD.  This female employee was 
nearing the end of her tour of duty, and before returning home she had gone on a ski trip.  When 
she returned to her Moscow apartment she found that many of her things were stained yellow.  
 
(Photographs of the glove are shown on the next page.) 
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In December 1982 we received a yellow stained handkerchief that had been used to collect a 
wipe sample.  It contained NPPD along with the large amounts of the DEHP plasticizer 
previously found.  
 
Problems and questions arose about some of the results because wipes had been obtained using a 
variety of wiping materials.  Some time in 1982 we were requested to obtain and supply a 
standard material for obtaining wipe samples.  We found a company, The Texwipe Company, 
that sold a variety of cleaning materials, primarily for the electronics industry.  We purchased 
their Texwipe cotton twill 3 X 3 inch cloths.  These were to be used to collect wipe samples and 
returned for analysis.  Preliminary evaluation of these cloths showed that there were considerable 
materials in the wipes that would be extracted in the solvents that would be used in the final 
analyses. We therefore washed the Texwipe cloths in acetone to remove the potential interfering 
materials.  The resulting cloths were placed in envelops printed for recording sampling 
information and sent to the client. 
 
The first Texwipe sample was returned in January 1983.  It was of a car interior.  It was stained 
yellow and was found to contain both NPPD and DEHP. 
 
Not all Texwipe wipes contained NPPD.  In June 1983 we received a wipe of an oily spot on a 
carpet which was identified as castor oil. 
 

The Inside of the Ski Glove with NPPD 
 
Visually the stain on the bottom of the glove was a pale brownish yellow.  The visual 
intensity of the stain is seen in the black-and-white photograph on the left.  NPPD has a very 
high absorption of long-wave ultra-violet light, and if we could see in the ultraviolet range, 
NPPD would very much more intense than in visual light.  This intensity is seen in the 
photograph on the right which was taken with the glove illuminated with ultra-violet light and 
the camera fitted with a filter to allow only ultraviolet light to be photographed.   
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Another sample received in September 1983 was a wipe of a car interior with a paper towel. It 
was very heavily loaded with the pesticide Malathion.  This was probably simply a harassment of 
the Americans by the Soviets.   
 
In April 1985, a car interior, including a child’s carseat was found to contain very high levels of 
NPPD.  The car belonged to a high ranking official who had his wife and one-year-old baby with 
him in Moscow.  
 
It became obvious that Americans, including children, were being exposed to NPPD. An 
evaluation of the potential health risks had been made by the Client.  This included evaluating 
NPPD with the Ames Test for mutagenic properties. I know very little about the Ames Test, but I 
was told that it consists of exposing seven different strains of bacteria to the material being tested 
and then determining which, if any, underwent genetic mutations.  NPPD was reported to be the 
only material ever tested to cause mutations in all seven strains of the bacteria.  If a material is 
mutagenic it is likely to also be carcinogenic.    
 
Some time, probably in April 1985, systematic sampling of various surfaces was started and 
twenty of the Texwipe samples were received in May.  Eight of them, from Moscow, tested 
positive for NPPD. 
 
In that same month we received two Ziploc bags that contained material from a spray can.  
Apparently a KBG agent was paid-off to get these samples.  One of the bags contained luminol 
which is the most common chemical in light sticks used for emergency lighting and the light 
tubes that are popular at parties.  Luminol was detected on wipes from Moscow, East Berlin, 
Leningrad, and Helsinki.  In contrast, NPPD was only found in samples from Moscow. 
 
The other Ziploc bag contents were determined to be closely related to NPPD with a five 
member, sulfur-containing ring replacing the six carbon benzene ring of NPPD.  This material 
was never detected in any of the wipe samples. 
 
Two things happened in August of 1985: 
 

• MRI received a sole source, $1,000,000 contract to analysis wipe samples taken from 
various places in the Soviet Block.  

 
• The State Department (and CIA) had become increasingly concerned about the possible 

health hazards of NPPD exposure and made a formal protest to the Soviet Union.  The 
State Department issued a statement including “The United States deplores the Soviet 
Union’s use of chemical substances against its diplomatic representatives in the U.S.S.R.  
We have protested the practice in the strongest terms and demanded that it be terminated 
immediately.” 

 
On Wednesday, August 21, 1985, a meeting of the United States Embassy staff in Moscow was 
held and they were told that the Soviets had been using NPPD as a tracking agent and that there 
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was a potential health risk.  Later that day the State Department and the White House issued 
statements and the White House held a News Briefing.   
 
Ed H. was the project COTR at the time and warned me several days before that the White 
House News Briefing that it was going to take place.  He had had several meetings at the White 
House and at the State Department providing information concerning NPPD and its use.  He told 
me that while both the White House and the State Department knew of MRI’s and my 
involvement with NPPD, that this information would not be revealed.  However, as with all 
stories in Washington, information leaks were possible. We were told what to say or not say.  I 
was to transfer all requests for information to the MRI security office.  They had a statement 
ready in case MRI was contacted.  
 
Fortunately there were no information leaks.  If there had been, that might have ended MRI work 
for the CIA since our association was classified.    
 
The news media came up with the name “Spy Dust” for NPPD and it was the headline or at least 
front page news on August 22, 1985 for essentially every newspaper in the country.  The 
cartoonists had a field day.  For samples of these articles and cartoons see the appendix. 
 
Some time before the news briefing it had been decided that a team headed by the EPA would go 
to Moscow and determine the extent of the NPPD use.  I prepared a detailed protocol for the 
sampling and analysis of the samples.  My protocol was given to Karen Hammerstrom of the 
EPA.  I knew Karen from the time I worked on asbestos for the EPA but she did not know of my 
involvement with the CIA or with NPPD. She did not know who had prepared the protocol. 
Karen made one critical change to the protocol.  My instructions were to take dry wipes.  In 
Karen’s procedure, the Texwipes that were taken to Moscow were pre-wet with a solvent 
(cyclohexane) and placed in cap-sealed vials. Everyone, including Karen, knew that a damp cloth 
is better than a dry one for picking up dust but what she didn’t know was that with the solvent 
the NPPD would  become attached to the fabric and become undetectable.  
 
So 418 surface wipe samples were taken and the still wet wipes were resealed in the vials and 
brought back and delivered to Versar, a laboratory in Springfield, Virginia for analysis. Not 
surprisingly, no NPPD was detected.  By using wipes wet with solvent, the NPPD had either 
degraded or more likely became attached to the fibers of the cloth.  The first step of the analysis 
was to extract the NPPD from the wipe with methylene chloride.  NPPD is very soluble in 
methylene chloride but it is a mild solvent and would not displace NPPD that had become 
attached to the wipe fabric.  Although Karen had changed the protocol, she apparently never ran 
a control of the modified procedure to determine if NPPD would be detected.  If she had wiped a 
surface known to have NPPD with the wet wipes and then stored them for a few days, she would 
have found that NPPD  would not be extracted with methylene chloride and therefore would not 
be detected by her modified sampling procedure.  Without a recovery control, she was 
conducting very bad science. 
 
The CIA managed to get about 50 of the wipe samples from Versar after the wipes had been 
analyzed and no NPPD detected.  Some of these wipes were still slightly visibly yellow and 
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NPPD was readily seen on many of the wipes with ultraviolet photography.  By modifying the 
extraction procedure, we were able to confirm the presence of NPPD on several of the 50 
samples.  The official (non CIA) results were that no NPPD was present and the case was closed.       
    
 
Continuing evaluation of the health risks of NPPD exposure indicated that the risks were 
minimal if any. 
 
MRI received and analyzed 793 wipe samples from May 1985 through February 1986.  We were 
specifically looking for NPPD and Luminol.  The results are given in the following table. 
 
 
ANALYTICAL RESULTS OF WIPE SAMPLES TESTED FOR NPPD AND LUMINOL 

The city of origin of samples that tested positive is indicated as follows: 
M = Moscow, EB = East Berlin, L = Leningrad and L = Helsinki  

  
 Month(s)  Samples  Samples with     
 Month(s)  Received NPPD   Luminol 
  
 May 1985  20  8 M 
 June – July 1985 88  3 M   1 EB 
         4 M 
 
 Aug. – Sept. 1985 300  16 M   2 M   
         1 H 
         1 L 
 
 October 1985  85  3 M   5 M 
 
 November 1985 67  3 M   1 M 
 
 December 1985 39  1 M   4 M 
         1 L 
 
 January 1986  93  1 M   - 
 
 February 1986  101  2 M   8 M 
         5 H 
         3 EB 
 
Luminol was found from all four cities, NPPD was found only from Moscow samples. 
 
The turnaround time from when wipe samples were taken until the results were received back in 
Moscow or other Soviet block cities was longer than was desired.  We were therefore requested 
to develop a field kit for analyzing the wipes in the various Embassies with no laboratory 
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facilities.  To comprehend the enormity of this request I must tell you the procedure that we were 
using to analyze the samples.  Our procedure was adapted from standard procedures in use for 
the preparation of environmental samples for instrumental analysis.  We purchased and used the 
accepted equipment for doing the accepted procedures.  The procedures were labor intensive. 
 
First the Texwipe sample was placed in a special piece of glassware for extraction.  I wish I had 
a picture of the glassware, but I do not.  The glassware had a glass chamber about ¾ inches in 
diameter  and three inches long centered in a glass tube about 2 inches in diameter.  Most 
environmental samples were placed in a paper or fiberglass thimble and inserted into this 
chamber. The Texwipe sample wipe was placed directly in the chamber. The bottom of the 
outside tube consisted of a ground glass joint to join with a small round flask.  The top of the 
outer tube was connected to a water-cooled condenser.  In operation, 25 milliliters of extracting 
solvent was placed in the lower flask which was heated to boil the solvent.  The resulting hot 
vapors went up past the inner chamber to the condenser where it was cooled and condensed to a 
liquid.  The bottom of the condenser was constructed so that the descending solvent dripped into 
the top of the chamber with the wipe. A small siphon tube was attached to the bottom of the 
chamber and looped up to a level near the top of the chamber.  In operation the hot solvent would 
drip into the top of the chamber and onto the wipe and fill the chamber until it reached the level 
of the top of the siphon tube at which time the solvent would siphon out of the chamber, return to 
the flask and the cycle would be repeated.  This repeated extraction continued for about 30 
minutes which was about ten cycles. 
 
Following the extraction, the solvent volume needed to be reduced from 25 ml to about 0.1 ml 
for it to be introduced into the mass spectrometer and other analysis. Another set of standard 
glassware was used for volume reduction to about 1 ml and again the extract was transferred to 
another smaller container for the final volume reduction to 0.1 ml, about two drops.  
 
This entire procedure was run first with methylene chloride to extract the NPPD and then 
repeated with methyl alcohol to extract the luminol. 
 
This was not something to be worked into a field kit.   
 
It took me about two weeks of thinking and trying many things before I came up with a 
procedure that could be run with minimal facilities.  The procedure was to abandon the Texwipe 
cloths for collecting samples and use a triangle of filter paper. (specifically, Whatman 
Chromatogaphy paper No.2)   The new wipe material consisted of equilateral triangles of a filter 
paper 2 inches on a side.   
 
We were specifically testing only for NPPD and luminol.  NPPD is very soluble in methylene 
chloride and luminol is not soluble in methylene chloride but is very soluble in methyl alcohol.  
So the NPPD was first extracted from the wipe with methylene chloride and then the liminol was 
extracted with methyl alcohol.  Modified microscope slide mailing containers were used for the 
extraction.  The modification consisted of cutting a slit in the top of the container to produce an 
extraction chamber, so that one edge of the triangle could be slipped into the chamber.  For 
NPPD extraction, a small amount of methylene chloride was placed in the chamber and the 
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triangle inserted. The methylene chloride wicked up the filter paper, dissolved the NPPD and 
took it to the very tip of the triangle.  The triangle was removed from the container, allowed to 
dry for a few minutes and the tip cut off and placed in a small vial.  A small drop of solvent was 
then added to the vial and the sample it was ready for I insturmental analysis. The extraction 
procedure is illustrated on the following page.  
 
After the tip of the triangle containing the NPPD was removed, the triangle was rotated 120 
degrees so that another tip was at the top and it was placed in a holder with a small amount of 
methyl alcohol.  Now the methyl alcohol wicked up the triangle dissolving the luminol and 
transferring it to the new top tip of the triangle.  Again the tip was cut from the triangle, placed in 
a vial with a small amount of solvent for further analysis. 
 
We went from a procedure where one person could work up about eight samples in a day (an 
average of one hour per sample) to a procedure that took only a few minutes per sample.  The 
amazing thing was that the sample recovery was better from the triangles and the simple sample 
recovery than the Texwipes and the elaborate standard recovery procedures. 
 
At MRI the analysis for NPPD was by mass spectrometry. Since mass spectrometry was not 
available in foreign embassies we had to come up with a simple detection procedure.  NPPD has 
a very high absorption of long wave ultraviolet light.  If we could see in ultraviolet, NPPD would 
look very black.  We had photographed wipes illuminated by UV light with a camera fitted with 
a filter to block visible light but pass UV light.  These photographs indicated that very low 
amounts of NPPD could be seen.  For the field kit we purchased small surveillance cameras, with 
monitors, and fitted the camera lenses with ultraviolet filters. With this camera system, triangle 
wipes could be examined before anything else had been done to them.  If no dark material 
appeared on a wipe, no NPPD was present and no further treatment for NPPD detection was 
required.  If dark material was seen in this examination, it may or may not have been NPPD, and 
further work was required.  In this case the triangle would be placed in the container with 
methylene chloride and allowed to wick to the tip. The triangle would again be examined with 
the camera. If the dark material did not move, it was not NPPD and it could be concluded the 
sample was negative for NPPD.  If it did move to the tip, it was probably NPPD but for further 
confirmation the tip could be cut off, extracted and a simple TLC examination would provide 
information as to whether NPPD was or was not on the wipe. 
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Microscope Slide Mailing Container Modified to be an Extraction Chamber.  

An Illustration of the Triangle Extractions 

For this illustration, green ink from a felt tip pen is a substitute for NPPD or luminol.   
 
Left:   The green ink was placed on a sheet of plastic and allowed to dry.  The sheet was then 

wiped with the triangle.  The ink can be seen near the lower center of the triangle. 

Right:   The green ink has been moved to the top tip of the triangle. For this illustration, acetone was 
used and as it wicked up through the paper it dissolved the green ink and moved it to the tip 
of the triangle.  For the real procedure, the tip of the triangle would then be cut off, placed in 
a small vial and made ready for instrumental analysis by adding a small drop of the 
appropriate solvent.      
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Luminol  
 
When a solution of hydrogen peroxide (or other oxidizing reagents) with a catalyst is added to a 
solution of luminol it produces chemiluminescence, meaning it “gives off light.”  Eventually we 
were authorized to purchase fairly expensive illuminometers for analysis of sample extracts for 
the presence of luminol.  For the first few samples analyzed for luminol, mass spectrometry was 
used, but that was expensive and not very satisfactory. So some other method that detected the 
chemiluminescence was needed.  
  
I developed a procedure that used a Polaroid film pack.  You may or may not be familiar with  
Polaroid cameras which are not very prevalent anymore. A picture could be taken and a print 
produced in about one minute. 
 
Understanding the Polaroid possess is not important for this discussion on the detection of 
luminol, but I have always been fascinated by it and so I am included a brief explanation here.   
 
When a picture was taken the optical image exposed a surface that became a negative. After the 
exposure, a tab was pulled which brought the surface that became the negative (the exposed 
surface) and the surface that would become the positive photograph together with a controlled, 
very thin, coating of developer between them.  The amount of developer was critical.  The 
“negative” surface and the “positive” surface competed for the developer.  I believe that there 
was a coating on the positive surface that gave the negative surface a head start. For a light area 
of the image the negative used up all of the developer so there is none left for the positive surface 
and it remained white.  Where the image was black, no developer was used by the negative and it 
remained for the positive image which became black. For areas of the image between black and 
white, part of the developer was used for the negative and part for the positive surfaces.   
 
The final photograph size was the same as the exposed image in the camera. I only used the film 
pack without a camera.  The film pack that I used produced a picture that was approximately 2.5 
X 3.75 inches.  For luminol detection, I made a wooden block the same size as the Polaroid 
picture and drilled 12 holes, in a 4 X 3 pattern through the block to hold glass vials.  A glass 
plate was attached to the bottom of the block to hold the vials but let light pass through. 
 
For the examination of the extracts of wipes for the presence of luminol, the extracts for the 
various samples were placed in the vials and the vials placed in the holes in the block. A beaker 
of hydrogen peroxide and catalyst was prepared and an eye dropper placed in the beaker.  The 
next steps were conducted by feel in the dark. The cover was removed from the Polaroid film 
pack exposing the film surface and the block holding the extract samples positioned on that film 
surface.  A dropper of the mix of hydrogen peroxide and catalyst was added to each vial.  If 
luminol was present, light would be emitted and the Polaroid surface exposed.  We placed 
numbers, on the glass on the bottom of the block so a positive detect would record its number on 
the developed photograph.  There were 12 positions for vials.  The two upper left positions were 
for controls and the other ten were for samples.  The position numbering was as follows: 
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C1 C2 0 1 
 

2 3 4 5 
 

6 7 8 9 
 

• C1 generally had the date of the run and was a control with 20 ng (nanograms, 
billionths of a gram) of luminal.  

• C2 was a 5 ng control and had the first three numbers of the 4 digit sample number 
• The remaining positions had the fourth digit of the sample number  

 
Examples of the luminal detects are shown on the following page: 
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      Polaroid detects of the chemiluminescences of various control amounts of luminol. 
 Position ng of luminol   Position ng of luminol 
 C1 (with date)        20        4         2 
 C2           5        5         1 
 0          50        6         0.7  
 1          20        7         0.5   
 2          10       8         0.3 
 3            5       9         0.0   
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Polaroid examination results of triangle wipe samples 2250 to 2259. 
Sample 2255 was positive for luminol.  The other nine samples were negative. 
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These are the six Soviet tracking agents that we identified. 
 

 
  

Raduga 
 
The Client had learned that there was a battery of several tracking agents that, when sprayed with 
a certain material, each fluoresced with a characteristic color.  It was reported that the system 
was called “raduga” (spelling?), which translated to “rainbow” in English.  Thus different 
tracking agents could be applied to different individuals and the material, inadvertently 
transferred to something or someone else, could be identified by the color of the resulting 
fluorescence. We had known about raduga for several years and we were asked to try to figure 
out what it was.   
 
If there was a battery of several tracking agents, it was probable that some of these would have 
been on the wipes that we had received and analyzed for NPPD and luminol.  All of the sample 
extracts had been saved in a freezer.  We went back and re-examined these extracts for the 
presence of other materials.  We found two materials, each from several samples, that were 
unusual for the environment.  These were naphthacene and phenothiazine.    
 
Finding naphthacene provided the 
clue for solving the identity of 
raduga.  I knew that naphthacene 
fluoresced a bright yellow when it 
was treated with anthracene.  We now 
knew of six tracking agents and spots 
of each were sprayed with a solution 
of anthracene.  All but luminol 
fluoresced giving a variety of colors.  
Luminol would have been detected by 
its chemiluminescence’s.   
 
I retired as a full time employee in 
1991 and worked part time for an 
additional five years.  We solved 
raduga in 1993.  If I had not 
continued to work part time I would 
never have known the complete 
raduga story.  The key to solving 
raduga was my knowledge that 
naphthacene fluoresced when treated 
with anthracene.   Would anyone else 
have come up with that 
information?  Who knows? 
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My final work related to tracking was to test and document the color and intensity of several 
other materials that fluoresced with anthracene. Some are shown below. I also formulated a 
cleaning solution and developed a procedure to wipe surfaces to destroy the tracking agents.    
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Fluorescence of several chemicals when treated with antheracene. 
 

The fluorescence was somewhat more intense than shown in this photograph. 
The columns right to left are: 

• Not sprayed with anthracene 
• Aged at room conditions for seven days then sprayed 
• Sprayed without aging  
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Epilogue 

The work that was done relating to tracking agents was extremely important to the Client.  They 
had some excellent CIA agents who had recruited key Soviet citizens and they were very careful 
when making contacts to avoid detection.  In spite of their care, several of their recruits (also 
known as “assets”) were arrested and executed.  It was concluded that Soviet tracking techniques 
must be how they were finding our assets.  That was why it was so important to learn as much as 
possible about their tracking techniques.   

Shortly before I retired it was learned that that the Soviets had a much simpler way of finding our 
assets.  The Soviets had recruited two U.S. citizens who had access to the names of the assets 
that we had recruited.  Aldrich Ames was a high ranking CIA employee and betrayed the United 
States for money.  Robert Hanssen decided when he was a teenager that he wanted to be a spy 
for the KBG.  He tailored his education so that he could join the FBI and worked his way up to a 
position that gave him access to information that would be valuable to the Soviet Union.  So in 
his case, it was not that he was recruited by the KBG but rather he contacted the KBG.  Hanssen 
received a considerable amount of money from the KBG but his real incentive was the thrill and 
excitement of what he was doing.  Apparently neither of them was concerned that their action 
was resulting in the death of others.  

Both Ames and Hanssen are serving life sentences.  They avoided execution by agreeing to tell 
the U.S. details of what they had done.   

Apparently the KBG obtained names from Ames and/or Hanssen of our CIA agents working in 
the Soviet Block and the names of the assets that they had recruited.  Apparently, the KBG then 
used the tracking agents to confirm the relationship.  
 
An interview of Aldrich Ames by Tim Weiner appeared in the July 31, 1994 New York Times 
Magazine.  A copy of this interview is included in the appendix. 
 
***** 
In 2007, a movie of the life of Robert Hanssen was released.  It was called “Breach.” 
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SECTION 5.2   POTASSIUM PEROXIDE K2O2 
 
  
In about 1980 a container washed up on the shore of a Greek island.  It was a sealed metal 
container and was about 21 x 21 x 25 cm (approximately 8 x 8 x 10 inches.)  It had Russian 
printing on the outside.  The Greek authorities turned it over to the US Navy.  The Navy cut the 
container open and saw nothing that made any sense to them and left it open on the deck exposed 
to the weather.  It got soaked. 
 
Eventually, it got turned over to the CIA and was identified from the printing as material used in 
a submarine to purify the air and supply oxygen for the crew.   
 
We received the container and identified the active material as Potassium Peroxide (K2O2) and it 
not only supplied oxygen but removed carbon dioxide and water from the air.  It’s function was 
the opposite of respiration. 
 
Potassium peroxide reacts with water to produce oxygen and potassium hydroxide. The 
potassium hydroxide then reacts with the carbon dioxide to form potassium bicarbonate. 
 

2K2O2 + 2H2O → 4KOH   +   O2   
   

4KOH + 4CO2  → 4KHCO3 
   

The combined reactions: 
2K2O2 + 2H2O + 4CO2  → 4KHCO3 +  O2   

 
The US had observed the Soviets loading submarines and knew how many of these containers 
were on a sub, but they didn’t know what was in the containers and how much air they could 
purify.  We were ask to determine the contents of the container and determine how much oxygen 
they could supply. 
 
The analysis was not easy since the Navy had left the open container on the deck in the rain.  
About two thirds of the potassium peroxide had reacted with the rain and by the time we 
received the container the exposed surface was a relatively thin layer of potassium bicarbonate 
over rock hard potassium hydroxide.  Twenty steel dividers that turned out to be holders for 
twenty 20 x 20 x 1 cm slabs of the potassium peroxide, extended above the solid cake of 
potassium hydroxide. 
  
We cut the container open and could readily see the layers of three components, at that time 
unidentified.  The bottom third was a bright canary yellow and was the potassium peroxide. Most 
of the remainder was potassium hydroxide with a thin top layer of a mixture of potassium 
carbonate and potassium bicarbonate.  The sample was placed in a “glove box” to protect it from 
exposure to the moisture of the atmosphere and portions of each layer were removed and the 
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composition identified.  The layers were then separated and weighed. The separation was not 
easy since the work was done in a glove box and the potassium hydroxide was very hard. 
 
 
The sheets of potassium peroxide contained about 5% of asbestos fibers to hold it together.  
The rain water that the navy allowed to get in the container reacted with about two thirds of the 
potassium peroxide but the asbestos was unchanged.  We determined the exact fraction of 
asbestos in the undamaged portion of the sample, and the fraction of asbestos in each of the other 
layers.  With this information we calculated the total amount of asbestos in the container and 
from that we calculated the original total amount of potassium peroxide.  
 
We also determined the weight of a known volume (area of a portion of the 1cm thick sheet) of 
the potassium peroxide from portions of the undamaged sample. From the size and shape of the 
steel holders it appeared likely that the original sheets were 20 x 20 cm. The results of each of 
the independent analysis and calculations were in excellent agreement for the total amount of the 
original potassium peroxide.  It was concluded that the container consisted of twenty 20 x 20 x 
1cm sheets.  
 
Weighed amounts of the potassium peroxide sheet were exposed to water and the volume of 
oxygen that was produced was then measured.  The measured amount was in excellent 
agreement with the expected results from the equations given above. 
 
A detailed report with numerous photographs was prepared and submitted. 
 
The story doesn’t end here. It turned out that this Soviet system was superior to the system the 
US was using and the determined oxygen producing capacity of the container was about 15% 
higher than had been assumed. Thus the Soviet submarines could stay submerged 15% longer 
than had been believed.  This was important intelligence information. 
 
I was told that at that time, there was a biweekly publication that included the most important 
intelligence for that period from each of the various US intelligence organizations.  These 
included the CIA, the FBI, and the intelligence branches of each of the armed services.  I was 
told that my report was the feature article in the next issue.  It was classified at a level well above 
my Secret Clearance so I never saw it.  My COTR told me that the CIA Analyst who received 
my report simply removed our report cover and the page that identified MRI and me as the 
author of the report and added a page with her name as the analyst and another page or two 
stating the significance of the results   My COTR was unhappy that he (and I) were given no 
credit.   
 
Anyway this was a short time before I received the Agency Seal Medallion and this work and the 
report were probably strong contributing factors. So I think, in that way, I did receive credit.      
 
Photographs of this sample are on the following page. 
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Photographs of material from the Soviet Potassium Peroxide container. 

 
The top photograph is of the very hard potassium hydroxide at the top of the container, the 
yellow in the bottom photograph is the potassium peroxide.    
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SECTION 5.3   DROP ROCK 
 
This was a very important sample and required some detective work. Unfortunately I was 
working against a CIA employee, not against the Soviet Union. The work extended over several 
months.  
 
A drop rock is a container made to appear as a rock.  It is used to pass information or supplies to 
a person who is a spy for the U.S. when it is not desirable or safe to meet with the individual.  In 
this case the rock contained a small camera, some film, some medicine for the individual and, 
most importantly, micro film with the entire intelligence operation plan for a country in the 
Soviet Block for the following year. 
 
The “rock” had been placed next to a tree in a park and should have been picked up the same 
day, or night.  A few days later, the individual who had placed the rock recognized it, now part 
of a nearby rock wall.  Apparently someone had thought that it was a real rock and added it to 
the wall… or had something else happened? 
 
The rock was retrieved and returned to the US and examined by the individual who made the 
rock.  He concluded that the rock had been cut open and cemented back together.  The 
implication was that the information on the microfilm had been compromised, and the rock 
repositioned in a place that would be found by the US so we would not think that it had been 
opened.  If, in fact, this is what had happened, the opposition would know our plans and think 
that we did not know that they knew.  
 
MRI was asked to identify the adhesive used to reseal the rock.   
 
The drop rock was made by starting with a real rock the size needed to hold the intended 
contents of the rock.  A silicone rubber mold was made of the real rock and the mold was then 
used to cast a rigid polyurethane foam rock.  The foam rock was then cut into two parts and a 
cavity milled out for its intended contents.  The contents were then placed in the rock and it was 
cemented back together.  This particular rock was then sprayed with an adhesive and tumbled in 
fine sand to make it appear as a sandstone rock.   
 
The location of the adhesive used for the original sealing of the rock was obvious and formed a 
straight line.  The line that was alleged to be adhesive when the rock was resealed was not 
straight.   
 
After a few minutes of visual examination of the sample, Paul Seiwald’s comment was “This is 
going to be interesting”.  It was obvious to Paul and me that the second line was not of a cut that 
had been resealed but a skin that had formed on the top of a first patch of polyurethane that had 
been added to the mold.  Additional urethane had then been added.  In fact there was another 
skin line near the top.  Photographs showing the lines in the polyurethane appear on the next 
page. 
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Cross Sections of the Drop Rock 
 
The polyurethane foam rock was cut into slices to reveal its properties.   
 
After the “rock” was cast, holes were drilled around the outside top of the rock to aid in the 
alignment of the top when it was reassembled.  The top was then cut off and a cavity was milled 
out of the rock to hold its contents.  The top was then reattached with epoxy adhesive.  The 
epoxy is the straight, light-colored line at the top of the cavity.  Alignment holes can be seen on 
the right of the top slice and on the left of the bottom view. 
 
The dark line slightly below the middle of the rock in the bottom view was the original item of 
concern.  The individual who made the rock thought this was an adhesive to reseal the rock after 
it had been cut open by the opposition.  It seemed to us that this was a skin formed at the top of a 
batch of urethane that had been poured into the mold.  The skin formed because surface bubbles 
break leaving a layer of urethane with few bubbles.  Note that this line curves down at each edge 
of the rock. 
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When urethane is mixed with a catalyst, a gas is produced in the reaction, and that results in the 
polyurethane foam. (With other starting materials, gas is not formed and the resulting 
polyurethane is a hard rubber like material.  We used this type of polyurethane in the work 
described in Section 5.13)  If the gas bubbles of the foam break at the surface, a skin is formed.  
In this sample, while there was a definite skin line of material with few bubbles, there were some 
bubbles within the about 1mm-wide line.  The fact that there were bubbles in this line was 
reasonable proof that the line was not an adhesive used to reseal the rock.  
 
We removed material from (1) the foam, (2) from what we considered to be the skin, that they 
thought was an adhesive and (3) the adhesive originally used to seal the rock and obtained 
infrared spectra of them.  The foam (1) and the skin (2) were identical and were polyurethane. 
The adhesive (3) was an epoxy adhesive.   
 
We submitted a report with the spectra and with numerous photographs with conclusions 
approximately as I have just described.  That should have been the end of it.  It wasn’t.   
 
The individual that made the polyurethane rock stated emphatically that the urethane had all been 
added to the mold at one time.   
 
Further, the photographs in our report showed a series of 1/8 inch holes that had been drilled into 
the rock around the outer edges.  We assumed, and concluded, that these holes were drilled 
before the polyurethane rock was cut prior to milling the cavity and were used to place pins for 
alignment when the top was reattached.  The maker of the rock responded by saying, while he 
sometimes used holes and pins for alignment, they were not used for this rock. 
 
His conclusion was, if the second line was not adhesive, and if there were alignment holes, it was 
not the rock that he had made.  It was a copy!   
 
If it was a copy, the implications were tremendous.    
 
For about the next three months we would analyze some property of the sample, send in a report 
suggesting that it was not a copy, and he would counter with a statement that the characteristics 
that we described did not describe his rock. It had to be a copy. 
 
He had sealed the top to the body of the rock with Devon Two Ton Epoxy cement.  We 
purchased that epoxy and about ten other epoxy adhesives. There were significant variations in 
the infrared spectra (IR) of each of the samples, and the epoxy from the rock only matched that 
of the Devon Two Ton Epoxy. 
 
His counter statement:  “They” must have analyzed the epoxy and used the same. 
 
The rock had been sprayed with “3M 77" adhesive and tumbled in a fine limestone sand to give 
the appearance of a sandstone rock. 
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We were sent a sample of the sand that was used to coat the rock.  We dissolved the adhesive on 
the rock in a solvent and recovered both the adhesive and the sand.  The IR spectrum of the 
adhesive matched that of 3M 77.  The sand from the sample matched that supplied by the Client 
in composition and size distribution.            
 
The maker of the rock still maintained that it was not the rock that he had made. He insisted that 
the urethane had been added to the mold in one continuous operation and no alignment holes and 
pins had been used.  He said, “They had to have made a mold of the original polyurethane rock 
and made a copy.” My view was that “they” would have had to have been extremely talented and 
have outstanding facilities.  Within a very few days they had analyzed the rock and acquired 
American made Devon epoxy and the 3M adhesive and acquired matching limestone sand.   
 
The rock maker did not back down.   
 
Finally, we received the silicone mold that was made to make the original polyurethane rock.  
We now had the following alternatives: 
 

• The original silicone mold.  I’ll call it M1 
• The original polyurethane rock, or R1 
• The silicone mold that “they” supposedly made from R1 which will be called 

M2 
• And the polyurethane rock that “they” made in M2 which will be called R2 

 
If the maker was correct we now had in our hands M1 and R2. 
If he was not correct we had M1 and R1. 
 
The question was, did I have R1 or R2?  Since at that point which rock it was was not 
established, I called it RX.   From RX, it was apparent that the real rock that was used to make 
M1 was sandstone with a considerable amount of gravel in it.  The surface was very rough and 
there were fairly deep indentations or crevices in the surface.  These crevices would become 
projections on the surface of the silicone mold.  There were a few locations on RX where the 
silicone had not released in these crevices and the silicone had torn leaving some of the silicone 
in the crevice.  See photographs on the next page. 
 
Most of the torn silicone fragments on the surface of RX were small and no larger than about one 
or two millimeters across.  However a few were larger and one was much larger and was roughly 
a triangle with sides of 3 x 4 x 5 mm. The torn surface was about 2 mm below the surrounding 
rock surface and a thin needle inserted down along the boundary of the silicone and the 
polyurethane indicated that the crevice extended about 4 mm below the torn silicone surface.  So 
the crevice in the original, real rock, from which M1 was made, was about 6 mm deep.  Thus M1 
originally had a corresponding projection of 6 mm.  
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The spot in the indentation on the 
enlarged picture is an example of a 
fragment of silicon torn from the 
original mold which remained in a 
crevasse of the rock.  Later we 
determined that the silicon came 
from the use of the original mold and 
was not from a Soviet copy. 



 103 

 When silicone is mixed with the curing catalyst, air bubbles are often introduced into the mix.  
In fact it is difficult to keep from getting air bubbles in the mixture.  An air bubble was in the 
silicone that was in the crevice described in the preceding paragraph and the silicone tear was 
through that bubble.  Half of the 0.8 mm bubble was with RX the other half was with either M1 
or M2.  
 
If RX was R2 (the rock supposedly created by the opposition) and came from M2, M2 would 
have had to have had the 6 mm projection which tore when R2 was removed.  For that to be the 
case, that corresponding projection could not have torn from M1 when R1 was made. 
 
The examination of the corresponding location of M1 clearly showed that there was not a 6mm 
projection.  There was a 2 mm projection and the torn surface had the other half of the bubble.   
 
That was conclusive proof that RX was R1.       
 
I went to Washington to present my results.  I was taken to a conference room by my COTR 
where there were about a dozen individuals who were unknown to me.  I was introduced to the 
group, but they were not introduced to me. (They were under cover agents.) I gave my 
presentation which included numerous slides of photographs. I answered a few questions and 
was escorted from the room where the meeting continued.  I was told later that the maker of the 
polyurethane rock was present and after I was gone life was not pleasant for him.    
 
  

This is THE piece of silicon that helped solve the puzzle.  
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SECTION 5.4   VITALY YURCHENKO 
 
This is a very strange and bizarre story.  It should have been made into a movie. 
There are variations of the story as are indicated in a couple of newspaper articles that are 
included. (See the appendix)  Vitaly Yurchenko was front page news for some time in 1985 
but I didn’t know at the time that MRI would be involved and those papers were not saved. 
 
I will give the story as I understand it.  It may or may not be totally correct. 
 
Vitaly Yurchenko was a senior KGB official who defected to the United States.  The story 
goes that he had fallen in love with a Canadian when he was working at the Soviet Embassy 
in Canada.  So he wanted to abandon his wife in the Soviet Union, come to the United States 
and marry the Canadian woman.  He was brought to Washington and was interrogated day 
after day.  One day, he and his interrogator went to a Georgetown restaurant for dinner.  
Vitaly excused himself, went to the restroom and never came back.  He went out a window 
of the restaurant and apparently went to the Soviet Embassy in Washington and, from there, 
back to Moscow.    
 
There were newspaper reports that he was executed soon after his return to Moscow.  
However a short time later a reporter recognized him on a street in Moscow and interviewed 
him. 
 
Apparently this entire event was well planned by the Soviets to determine how a defector 
was treated by the United States.   
 
His apartment in Washington was searched and 18 medicinals were found.  These were sent 
to MRI for analysis.  Donna Nichols did an excellent job analyzing them.  Several of them 
were legitimate pharmaceutics which could probably also have been used to recover a secret 
writing message.  Many of the chemicals used in secret writing were not unlike many 
pharmaceuticals.   
 
Copies of two newspaper articles that I have are on the following pages. 
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There are a couple of very interesting items in this article which appeared a little more than a 
month after the US protested about the use of “spy dust.”  This article implies that the US 
went public about “spy dust” because of a Yurchenko statement.  Actually, they went public 
because of the fear that it was a health hazard. 
 
Yurchenko claimed that the KGB had spies within the CIA.  In the article above, the last 
sentence states:  “The New York Times allegation . .  . that a soviet defector identified 
several employees of the Central Intelligence Agency as Soviet agents’ is untrue.”  
Apparently the only part of the statement that was untrue was the word “several.”  A short 
time later Aldrich Ames of the CIA and Robert Hanssen of the FBI were arrested and 
convicted as being Soviet spies. 
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So ends the strange story of Vitaly Yurchenko.  It was a very embarrassing story for the 
United States.   
 
 
 
 
 
 
 



 107 

SECTION 5.5    DELAYED APPEARING MARKING SYSTEMS (DAMS 
 
 
When one of our CIA agents has recruited a foreign individual, for example a Soviet citizen,  
to spy for us that individual is referred to as an “asset” rather than a spy.  A CIA employee 
will be referred to as an agent.  
 
From time to time an agent wishes to meet with his or her asset and needs a way to signal 
that a meeting is desired.  One way to signal is to put a mark on a pre-selected location such 
as a post or building wall.  The asset would monitor that location and when a mark appeared 
he or she would know that a meeting at a pre-selected time (hour) and location was desired.  
However our agents are often followed when they are out in public and it would be noticed if 
they placed a visible mark on any public surface.   
 
We were asked to develop a material that could be applied to a surface that was initially 
invisible but would become visible later.  A device was desired that could be used to apply 
the marking signal on a surface by just walking by with some type of applicator.  The 
application must not be noticed by someone trailing the agent. 
 
I worked on the problem for a considerable time with some success but the results were not 
very good.   Finally, Donna Nichols came up with a series of commercial leuco dyes.  These 
dyes are colorless in the leuco stage but become colored when they are oxidized or otherwise 
activated.  They are also light sensitive and turn from colorless to colored when exposed to 
light and air.   
 
The various colors of the dyes are shown on the following page. 
 
The client was delighted with these dyes.  They were used for many years in various ways.  
We first bought broad felt-tip markers and modified them by removing and replacing the ink 
reservoir and the felt tip. The markers were originally five inches long and we cut them to 
three inches so they could be concealed in the hand.  We bought same thick felt and cut new 
tips from it and stuffed cotton in the barrel of the marker to serve as a reservoir.  We made 
dozens of these markers and they were used successfully. 
 
Then the Client wanted to be able to apply the DAMS marks without actually touching the 
surface being marked.  They wanted to be able to squirt a stream of the dye as they walked 
by.  Again it had to be small enough to conceal in the hand.  For this devise we bought cases 
of Visine (eye drops), emptied the bottles and modified the bottles so they would squirt the 
liquid as a stream.  We then spray painted the bottles an opaque brown to protect the dye 
from the light and make the bottle less visible in the hand.  A spot of the dye could be placed 
on a surface from a distance of from one to two feet with these modified Visine bottles. 
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These are the colors of the various dyes used it the Delayed Appearing Marking Systems. 
All of these were colorless when they were applied to this paper and became colored after a 
few minutes exposure to light.  Color would appear within seconds when exposed to direct 
sunlight and within several minutes in room light.   
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Some time later they wanted to apply the marker from a moving automobile.  They came up 
with a spring action BB pistol and they wanted a dye-filled projectile that could be fired from 
this pistol.  The projectile had to be strong enough to withstand the force of firing and fragile 
enough to break when it hit the target. It also had to be heavy enough to travel a considerable 
distance.  We finally came up with a 15 mm length of very thin glass tubing the diameter of a 
BB.  A BB was cemented to one end of the tubing with epoxy cement, the tube filled with the 
dye and another BB cemented to the other end.  The two BBs gave the tube enough weight to 
be fired a considerable distance.   A problem was that the thinnest glass tubing that we could 
find was too strong to break reliably went it hit the target. Hydrofluoric acid dissolves glass 
so we started with the thinnest walled tubing that we could buy and placed the 15 mm lengths 
of the tubing in hydrofluoric acid until it was etched down to the desired thickness.   
 
Chester B. was our COTR at the time and one night we drove around Kansas City and shot 
about two dozen of these projectiles at various surfaces.  The next day, after daylight 
converted the colorless mark to a colored mark, we drove around and saw marks on all but 
two of the targets.      
 
How about that one for fun and games?    
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SECTION 5.6  A Blouse 
 
 
The story behind the sample in this section is that I received articles of clothing belonging to 
a woman that was reported to have been our best agent in Moscow.  She was wearing these 
garments on her way to a rendezvous with an asset (spy) that she had recruited.  Her route 
was designed to foil trackers.  She left the U.S. Embassy and went to a department store, 
changed clothes there, went out a different door of the store, took a bus for some distance 
into another shopping area, went into a building and out another door, took a streetcar, 
walked for a considerable distance and finally came to the rendezvous location when all at 
once she realized that she was surrounded by KGB.  She yelled, “KGB!” and her asset 
apparently escaped but she was arrested and deported.   
 
The question was how did they follow her through this entire, very elaborate path? I received 
her outer clothing and her purse to see if I could find a tracking agent that had been placed on 
either.  I spent hours, and used many analytical procedures but found nothing. 
 
The blouse was a very distinctive print pattern which I felt was rather novel.  A year or so 
later I was on a plane flying to Washington reading Time Magazine.  I turned a page and here 
was a picture of this woman, Martha Peterson, in that blouse.  This was during the Carter 
Administration and we had just captured a Soviet spy in Washington.  Carter was going to 
make an example of him and, with that threat, the Soviets released this picture of “our spy”.   
 
Spying is fair game, and both sides understood that and they usually simply expel someone 
that gets caught.  Carter was trying to go against this tradition. Neither the CIA nor the KBG 
wanted to change the game rules and the Soviet Union responded to his threats by releasing 
the picture of Martha Peterson along with a protest to the Carter Administration.  Time 
picked up the story and printed the picture.  I apparently did not save that issue of Time but 
my daughter, Dhyan, obtained a copy of the article at the Boulder, CO library.  The quality of 
this copy is poor and the pattern of the blouse can not be seen.   
 
So how did they track her?  We were unable to find any tracking agents on her clothing.  It 
was concluded that the Soviets knew that she was a very effective agent and they wanted to 
catch her in a spying operation.  They may have had as many as a 1000 agents monitoring 
every place that she might be going.  They all knew who she was and probably surrounded 
the buildings that she went through.  They simply had Moscow saturated with agents to 
follow her wherever she went.    
 
A photograph of the blouse, and the copy from Time are on the following pages.  There are 
some variations between what I understood happened and Time’s version. 
 
A few years later I met Martha Peterson in a meeting discussing a new problem.  I do not 
know if she knew that I was the one that examined her clothing for tracking agents.        
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This is the blouse that our CIA agent was wearing when she 

was arrested by the KBG and charged as being a spy. 
 She was wearing this blouse in the photograph 

that appeared in Time Magazine 
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SECTION 5.7   BORAX  (Na2B4O7 -10H2O) 
 
 
Occasionally the client needed the results of the analysis of a sample very quickly.  They 
would receive a sample, take it to the airport right away, and send it to Kansas City on “the 
next flight out.”  I, or someone for MRI, would go to the Kansas City airport and we would 
have the sample only a few hours after it was sent.  I made a game of it to see how quickly I 
could get an answer as to what the sample was.  Often I could call in a tentative result the 
next day and confirm it on the third day.   
 
The story of one particular sample is interesting.  I went to the airport, got the sample and 
returned to MRI about 12:30 noon.  The sample was a white granular material.  As usual I 
made some simple tests to determine the general classification of the material.  I placed a 
small amount of the material on the tip of a spatula and he heated it in a flame.  By 
observing, if it melted or burned and, if it burned, whether it produced a colored flame or 
smoke or an odor, and what if any residue was left, conclusions could be made as to whether 
it was organic or inorganic as well as an indication of some of the atoms present. 
 
For this sample, the material melted almost as soon as I put the spatula in the flame. It then 
boiled and left a white residue.  I concluded that it was a highly hydrated inorganic 
compound. I next placed a bit of the sample on the tip of a platinum wire and put it in a 
flame.  It produced a green flame.  A green flame is most likely produced by either copper or 
boron, but hydrated copper compounds are blue.  This compound was white. The most likely 
highly hydrated boron compound would be borax.  So in less than 10 minutes I had a 
tentative conclusion that the sample was borax.  We had some borax in the lab.  I made a 
melting point comparison of the sample and borax, and both melted at 75o C, which was the 
literature value for borax.  I then placed small amounts of the sample and borax in weighed 
small test tubes and weighed them. I then heated both of them to drive off the water of 
hydration.  I cooled the test tubes and again weighed them.  Both the sample and borax lost 
47% of the original weight, which is the amount expected for borax.   
 
By now, less that an hour from starting the analysis, I was 99+% certain that the sample was 
borax. 
 
I called the client to report my results.  I got a rather strange and unusual response but he 
thanked me for the result and the quick turn-around. 
 
Many months later, when my COTR was moving on to a new position, he told me the 
following story: When they send me a sample by next flight out, the group in the office of 
about ten individuals each chipped in a dollar to form an office pool to see who came closest 
in guessing when Atkinson would call in the results.  That day they were in the middle of 
making up the pool when I called.     
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SECTION 5.8   LETTER BOMBS 
 

 
 
During the mid-1970s there were numerous letter bombs sent to various people.  They were 
common enough that any mail that was received that appeared like it might contain 
explosives was carefully examined.  A sheet of plastic explosive that was perhaps 3 x 6 
inches and  1/8th inch or less thick could easily fit in an envelop and would be enough to 
blow a hand off when the envelop was opened.  I never saw any of the firing mechanisms but 
I was told they generally consisted of small tube with a spring loaded pin.  The pin was 
retained by a small wire going through the tube.  When the letter was opened, this wire 
would be pulled out of the tube and the spring would send the pin forward into a small 
amount very sensitive explosive primer that, when set off, would cause the plastic explosive 
to explode.    
 
I received many samples of the explosives to analyze.  These samples were from letter bombs 
that were detected and had not exploded.  They were generally mixtures of two common 
explosives, PETN and RDX, along with mineral oil to make them plastic.  They had the 
consistency of putty. Some samples contained carbon black and were black; others contained 
a yellow dye and were pumpkin yellow.   
 
The objective of our analyses was to determine the composition of the explosives so that it 
could be determined which letter bombs were made from a single batch of explosive.  In 
addition to the obvious color variations there were minor variations in the proportions of the 
PETN, RDX and mineral oil.  As I remember, we probably received and analyzed about 
twenty samples and they came from four different batches.     
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SECTION 5.9   SUICIDE CAPSULES 
 
Many terrorists, when captured, were found to be carrying some kind of material which 
enabled them to commit suicide.  We received several samples of these materials to analyze.  
They ranged from ‘sophisticated and definitely lethal’ to ‘crude’ and in some samples ‘non-
toxic.’ The most sophisticated one consisted of a glass ampoule containing about two 
milliliters of liquid Hydrogen Cyanide (HCN) which had been placed in a short length of 
latex rubber tubing with a small disc of stainless steel screen at each end.  Apparently the 
intended use was to place the container in the mouth and bite it.  This would break the thin 
walled ampoule and release the Hydrogen Cyanide.  Apparently the screen was to keep the 
broken glass in the tube so the individual wouldn’t get broken glass in his or her mouth.  
Without the screen the mouth might be cut a few minutes before death.  I thought that was 
very considerate.   
 
Less sophisticated, but just as lethal, were capsules of either sodium- or potassium cyanide.  
These would be lethal but probably not pleasant to take since they are very caustic and 
probably would produce considerable mouth and stomach discomfort before death. 
 
We received two or three capsules that were filled with potassium ferrocyanide.  It sounds 
pretty toxic if you don’t know about the compound but actually the cyanide is so tightly 
bound to the iron atom (ferro-) that is less toxic than common table salt.  So anyone that took 
one of these capsules, in an attempt to kill themselves would certainly be surprised and 
would continue to live.   
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SECTION 5.10   DETERIORATED RUBBER PRODUCTS 
 
 
For this task we received several rubber-containing items with the rubber severely damaged.  We 
were told that the items came from an important government office and sabotage was suspected.  
We were asked to determine what had caused the damage.  The items included an electrical 
power cord, a coiled insulated wire, some rubber bands and a few other rubber items.  The power 
cord apparently had been looped back and forth and tied in that position to shorten the cord.  In 
this position there were straight sections of the cord and sections where the cord was in a tight 
bend.  The straight sections appeared to be undamaged, the bends were badly damaged.   
 
Back in the early 1950s, MRI had a project with the city of Los Angeles related to the cause 
of smog.  Ozone was determined to be a major contributor to smog production.  That was 
back before analytical instrumentation was very sophisticated and a very simple, but 
effective “ozonometer” was in use.  It consisted of an ordinary rubber band stretched over 
two pulleys.  One pulley was fixed and the other allowed to turn.  One leg of the rubber band 
was exposed to the atmosphere and the other shielded from the atmosphere.  A pointer was 
attached to the moveable pulley and a scale fixed behind the pointer.   
 
When this ozonometer was exposed to the atmosphere containing ozone, the ozone would react 
with the exposed leg of the rubber band and cause deterioration of the rubber and weaken it.  It 
became weaker than the protected leg of the rubber band and the resulting difference in the 
tension of the two legs of the rubber band would turn the pulley with the pointer.  The readings 
of this devise were surprisingly accurate in indicating the atmospheric ozone concentration. 
 
The point of this story about the ozonometer is that I was familiar with the damage that 
ozone would do to rubber.  The damage of the items received was typical of ozone damage. 
 
But why would an important government office have a high level of oxone?   The answer to 
that question was fairly obvious.  It was an office with many copy machines and poor 
ventilation.  A check in the literature provided information concerning both the production of 
ozone by copy machines and the damage that ozone will do to rubber.  The most damage is 
done when the rubber is stretched, as was the case for the power cord looped back and forth. 
 
We bent undamaged sections of the power cord, and placed them along with stretched rubber 
bands, in a chamber with ozone and produced the same type of damage seen on the submitted 
samples. 
 
We took numerous photographs and submitted a report. 
 
We latter learned the items had come from the secure government hideaway for use by the 
President and other high level government officials during times of threatened nuclear attack. 
 
That office complex had lots of copy machines and very little ventilation. 
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Pictures of a few of the rubber samples follow: 
 

 
Eight rubber items received for analysis. 
 
 
 
 
 
 
 
 
 
 

 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
The power cord had been looped back and forth to shorten it.  The damage had occurred at 
the turn of each loop, area of maximum tension.  On the right, is a picture of damage that 
occurred at the turn of one loop.
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These pictures show portions of the power chord that were originally undamaged.  We 
damaged the one on the left in the second picture by bending it the same way the looped 
chord had been and then exposing it to ozone.    The other one, not exposed to ozone, served 
as a “control.” 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
On the left is a piece of telephone chord and its damage is shown in an enlarged view on the 
right.
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SECTION 5.11   NEW CHEMICAL WARFARE AGENT 
 
 
By about 1980, none of the individuals that had worked on the chemical warfare agents were 
still at MRI but we were still expected to be able to receive and analyze chemical warfare 
(CW) related samples.  We received an urgent message that a new Soviet Union chemical 
warfare agent had been obtained and we were to receive it to determine its composition.    
 
We knew the characteristics, dangers and treatments for known CW agents but obviously 
nothing was known about a new agent.  Dr. Jim Downs was given the lead for this task.  He 
wrote a detailed protocol for handling and analyzing this sample. It was sent to the client for 
review and approval. We spent about a month of work preparing a laboratory with the needed 
equipment.  We assembled a team of Jim, me and one other technical staff from MRI plus an 
MRI photographer to document every step of the activity.  A doctor at a nearby hospital 
Emergency Room was briefed of the situation so he would know what had happened in case 
there was an accident and one of us was exposed to the new CW agent.  We went through 
several trial runs to be sure everything would go right.  The project COTR, Ed H. came for a 
final trial run. 
 
The client took this sample very seriously.  The sample was transferred from Washington DC 
to Kansas City in a convoy of five vehicles.  The sample was in a van with two lead cars and 
two following cars.   
 
The sample was in a heavy stainless steel container about 12 inches in diameter and 18 
inches high with a lid bolted to a flange at the top of the container.  The container was packed 
in a wooden crate filled with vermiculite.  Apparently, after the sample had been obtained the 
special container and crate were fabricated and sent overseas for the shipment to the U.S.  
 
The crate was brought to our lab and stored until the following day when Ed and a translator 
arrived.  It had been indicated that printing in Russian was on the sample.   
 
We wore gas masks as we opened the crate and transferred the container to a glove box and 
the glove box was sealed. The glove box was about 36 x 24 x 24 inches with a sloped 
window in the front.  Two arm-length gloves were attached to openings in the front of the 
box. Tools had been placed in the box to open the container.  There was an opening in the 
box to allow a controlled amount of air to enter the box and air was withdrawn from the box 
to maintain a slight negative pressure in the box.  The air that was withdrawn passed through 
a chamber with two mice (like the canary in a mine) and then to a bubbler of potassium 
chromate in concentrated sulfuric acid to destroy any toxic gas that might be present. 
 
Jim worked in the glove box. I had a tape recorder to record the activities.  Ed and the 
translator observed the action and the photographer took numerous photographs of the 
activities. 
 
The lid was removed from the container and a cardboard box removed.  It was opened to 
reveal four different colored plastic boxes about 8 x 4 x 1 inches.  There were labels on the 
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boxes with considerable information. Jim held a box up to the window of the glove box for 
the interpreter to read.  His Russian wasn’t very good and he really struggled reading it, he 
spent about 15 minutes trying to make it out.  However, it soon became fairly evident that the 
sample was not a new chemical warfare agent.  It apparently was a new field kit for detecting 
chemical warfare agents. Then, Jim turned the plastic container over, and there on the bottom 
of the container was the same information in Czech, the translator’s native language.   
 
The different colored boxes were for material to detect different types of agents.  I don’t 
remember what happened to the mice, but they did not die after being exposed to what was 
not a Soviet chemical warfare agent.   
 
We went on to determine the various chemicals in the kits.  That was a considerable effort. 
 
One wonders how this new field test kit could have been obtained and thought to be a new 
chemical warfare agent.          
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SECTION 5.12   EMBASSY WINDOW 
 
 
This sample was a 300 pound window from a U.S. Embassy.  It was said to be sledge 
hammer proof and with its construction I am sure that it would be.  It consisted of three 
layers of glass and Lexan.  The outer layer was a ¼ inch pane of safety glass like a car 
windshield glass which is a sandwich of a tough plastic between two eighth inch sheets of 
glass.  Next there was a ¼ inch air space followed by a ¾ inch thick plate of Lexan, then 
another ¼ inch of air followed by a ¼ inch of tempered glass for a total thickness of 1.75 
inches. The window components were held together with a ¾ inch band of a very tough band 
of black silicone around the edges. 
 
 
     
|/////////////////////////////////////////// Safety glass 
|XXXXXX    X = Silicone seal, then air 
|\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\ 
|//////////////////////////////////////////  Lexan 
|\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\ 
|XXXXXX    X = Silicone seal, then air 
|///////////////////////////////////////////        Tempered glass, inner surface fogged 
   
 
The problem was that this, and other windows in the Embassy, had become fogged with 
some coating on the inside surface of the tempered glass.  We were asked to determine what 
the material was that caused the fogging, and how did it get there.  These were very 
expensive windows and someone was going be held responsible and pay for replacement.   
 
The glass part of the window was 58.75 x 17.4 inches with about a three inch aluminum 
frame around the glass. The glass extended into a ¾ inch deep channel in the aluminum 
frame.  The frame was bolted together and I first removed the frame so I could work with the 
window itself. 
 
The material in question had some interesting patterns which in places appeared almost like 
frost on a window in a cold winter day.  In other places it had streaks and in one place there 
were what almost appeared to be a flock of birds or insects in flight.  Before proceeding with 
separating the panels, I spent considerable time photographing the deposits.  It was rather 
difficult to get the illumination right to get photographs, but the time I spent was well worth 
while and the photographs were important in concluding the cause of the fogging.  I also 
obtained a photograph that I had in my office for my remaining time at MRI that was quite a 
conversation piece.  “What is it?”  See first picture at the end of this section. 
 
I spent hours carefully cutting through and removing the silicone band around the edge of the 
window.  When the tempered glass pane was finally cut free and lifted there was an odor of 
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acetic acid.  A sample of the deposit on the surface of the glass was removed and determined 
to be sodium acetate. 
 
So how did the sodium acetate get on the glass, and why was it only on the surface of the 
tempered glass and not on the Lexan or safety glass surfaces?  My conclusions: 
 

1. The silicone that was used around the edges of the window as a seal and adhesive was 
of the type that released acetic acid as it cures.  Most silicone formulations do release 
acetic acid but there are other silicone formulations that do not release acetic acid.  
Years earlier we had received a microwave antenna that was badly corroded. It turned 
out that the assembly had been sealed with acetic acid-releasing silicone adhesive and 
the acetic acid had caused corrosion.  I learned then that there were other silicone 
adhesives specifically designed for electronics that did not release acetic acid. 

 
2. Photographs of the deposit clearly showed circular patterns in places that indicated 

that the glass surface had been buffed in a circular motion leaving streaks of a 
residual sodium containing material.  In other places the pattern of sodium acetate 
indicated something like brush strokes or a wipe with a cloth.      
      

 
My conclusion was that the tempered glass, but not the safety glass, had been cleaned or 
buffed with some sodium containing material, possibly sodium bicarbonate, (baking soda) 
and some residual material reacted with the acetic acid vapor to form the sodium acetate.   
 
I have no information about who was held responsible for the fogging.  It appeared to be a 
combination of leaving some residual sodium containing cleaning agent on the surface of the 
glass and the use of an acetic acid releasing silicone.  
  
Pictures are on the following pages.   
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Approximately one square inch of the sodium acetate fogging on an inner surface of the 
Embassy window.  Note that all of the lines originate at the “eye” of these insect-like images 
and all are curved. I concluded that the “eyes” were deposits of some sodium compound of a 
cleaning material which was streaked by a circular buffing motion. 
 
This is the picture that I had on my wall at MRI. 
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A slightly larger area of the images shown on the previous page.  Note the brush or cloth 
marks on the upper left of the top view. 
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SECTION 5.13   LAMP COATING 
 
 
Our agents in places like Moscow used various electronic devices containing batteries that 
needed to be recharged.  As part of their job in recruiting assets or just getting information 
agents did a considerable amount of entertaining in their apartments.  They didn’t want the 
devices to be seen by their guests so ginger jar lamps were modified to contain recharging 
equipment inside of the lamps. 
 
In order to aid in obtaining information it helps to have parties with plenty of alcohol.  But at 
parties with plenty of alcohol a lamp might be knocked over and the ceramic ginger jar 
broken.  If that happened the electronic devices would be exposed.  That would be very 
undesirable. 
 
I was asked to find a material to coat the inside of the ginger jar so it would not shatter if it 
were knocked off of the table and broken.  
 
I tried several materials and settled on polyurethane.  Polyurethane is a very tough, strong 
material something like hard rubber.  It is formed by adding a catalyst to urethane to get it to 
polymerize.  The material that I used was a commercial urethane with a viscosity about that 
of Karo Syrup.  The viscosity would gradually increase after it was mixed with the 
polymerizing catalyst, would no longer flow in about ten minutes, and was completely cured 
in about 30 minutes. 
 
Rather than buying lamps to coat and break, I choose much cheaper, ordinary, eight inch 
diameter, red clay flower pots.  By trial and error the right amount of urethane could be 
mixed with the catalyst, allowed to stand for a short time to slightly increase the viscosity 
and then be poured into the pot.  The pot was then rotated to evenly coat the inside with a 
one, eighth-inch thick coating.   
 
A very strong bond was formed between the polyurethane and the pot.  When the pot was 
dropped it would crack but would maintain its shape.  Repeated blows with a hammer 
shattered the pot and some of the clay came off but the pot shape was retained.    
 
Several of the pots were coated and sent to the client.  Ed H.,our COTR at the time, said that 
he took one of the pots to the office of the individual who had requested this item.  This man 
was head of a group and was at least two levels of management above Ed.  Ed walked in the 
office and said “look at this” and threw the pot on the floor.  In shock, this individual said 
something like “What in the hell are you doing?”  Then he realized what he had just seen and 
he was delighted. 
 
That was the end of our involvement in lamp coating but obviously lamps were successfully 
coated and put in use and MRI was given credit.  I received compliments about the lamps 
from various individuals for several years. 
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SECTION 5.14   IRRITANT POWDER 
 
 
This was as bizarre a sample as I ever received.  It was reported to be an “Irritant Powder” 
that could be dispersed in a room to disrupt a meeting.  We received the sample in an 
ordinary rubber squeeze bulb.  It was stated that, in use, the squeeze bulb would be shaken 
and then squeezed to expel a puff of the powder. 
 
The bulb was cut open and about 3 grams of dark brown material was obtained.  Microscopic 
examination of the material indicated that it consisted of needles about 2 mm long.  Part of 
the sample was extracted with solvents and the extracts examined by thin layer 
chromatography. There were bright red fluorescent components detected that were 
determined to be chlorophyll. 
 
Chlorophyll absorbs red light and reflects green, that is why plants appear green, when 
exposed with ultra violet light it fluoresces red.  This indicated that the needles were from a 
plant, undoubtedly a cactus. 
 
It so happened that I had some prickly pears growing in my back yard and I collected some 
needles from the prickly pear for comparison.  They were very similar as seen in this 
photograph. 
 
 
     
  
 
 
 
 
 
 
 
 
 
 
 
 
 

The needle at the top is from the squeeze bulb, 
The needle at the bottom is from a prickly pear. 

The needles shown in this photograph were  
slightly longer than 1 mm. 

 
 
It seems very likely that a few puffs of these needles into the air would disrupt a meeting. 
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SECTION 5.15  JOE K. 
 
 
Over the years I worked directly or indirectly with 25 to 30 different employees of the CIA.  
They ranged from competent to incompetent, from pleasant to unpleasant, and all 
combinations in-between.  
 
Joe K. was not in the Branch that I had been involved with and I had not done any work for 
him. However I had been in several meeting with him and other individuals from MRI had 
done some work for him.  I had heard several stories about him, none were good.  One of my 
COTRs referred to him as Crazy Joe.   
 
One day I received a telephone call from Joe requesting a proposal for the microscopic 
examination of an environmental sample.  He was very vague about the sample, but the work 
was urgent and he wanted the proposal soon.  A few days later I had finished the proposal and 
called him to tell him that it was ready to be mailed and asked him for mailing instructions.  
This was on a Thursday.  He said mailing would take too long.  He needed the proposal 
tomorrow.  He told me to hand carry it to Washington and deliver it to him on Friday. 
 
Friday morning I arrived at his office and asked the receptionist for Joe.  She informed me 
that Joe’s mother was in Washington for the weekend and Joe had taken the day off.  So 
there I was in Washington and I couldn’t even talk to him about the sample. 
 
I returned home and a couple of weeks later the sample arrived.  It was half of a filter from a 
window air conditioner. Joe’s request was to examine the material on the filter to determine 
if there was anything unusual present.  He would not give me any information concerning 
what I should be looking for.  The filter was covered with about 1/8 inch of filth.  It 
contained soil dust, insects, insect parts, seeds, animal hair, and all kinds of plant debris.  The 
only thing that I found that might be considered unusual and that I couldn’t specifically 
identify were a few fibers or rods a few millimeters long.  I isolated some of these and 
photographed them.  I didn’t know if these fibers were what Joe was looking for but I found 
nothing else that seemed to be unusual. 
  
I next received a message from Joe’s secretary that I was to attend a meeting at Lawrence-
Livermore National Laboratory east of San Francisco to present my findings.   So I flew to 
San Francisco, rented a car, and drove to Livermore.  I went through the security checks to 
enter the complex and found the site of the meeting.  The receptionist escorted me to outside 
of the meeting room and she went in.  She came back out and told me to have a seat.  I would 
be called when they were ready for me.  After about 15 minutes another individual showed 
up.  We talked and it turned out that he had received the other half of the air conditioner 
filter.  He also had been told nothing more than to look for something unusual.  We 
compared notes and he too had found the same fibers that I had found.  I felt a lot better. 
 
Eventually we were asked to come into the meeting room.  There were about ten people 
there.  I knew three or four of them.  We were asked what we found.  We gave our answer, 
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showed the pictures and then were escorted from the room.  We were in the meeting no more 
than five or ten minutes and were given no indication concerning what we had found or why 
it was important. 
 
I later learned, not from Joe, that the sample had come from Kabul, Afghanistan at the time 
that the Soviets were occupying Afghanistan.  What we had found was chaff expelled from 
Soviet aircraft during take-off used to disrupt ground-to-aircraft missile radar. 

 
This is the photograph that I presented at the meeting at Lawrence-Livermore 
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SECTION 5.16   MISCELLANEOUS  
 
 
This is just a very brief mention of some of the other hundreds of samples that were received. 
 

• Part of a bouillon cube, it was soon fairly obvious that it was bouillon, but difficult 
to prove.   

 
• The determination of the vapor pressure of heroin at various temperatures. 

 
• The analyses of solutions in a bomb timing device that could be timed from a few 

hours to several days by changing the ratio of two components of the solution.  
The solution reacted with a wire connected to a spring-loaded firing pin. When the 
wire was corroded-to-failure the firing pin was released to detonate the bomb.   

 
• Numerous samples of various drugs both legal and illegal.  

 
• Drug samples from two heads of state to determine their medical condition. 

 
• A sample of a potentially illegal substance taken by a US Senator from his 

daughter’s room to find out what she was on.   
 

• Several wine samples from our agents who got sick after drinking wine given as a 
gift, which caused them to think they had been poisoned.  We never found a 
poisoned wine.  They probably just drank too much. 

 
• A sheet of paper to determine if it had been wet with sea water.  It had. 

 
• Some white powder found in a high level official’s mail box that was determined 

to be potassium bicarbonate.  This is not a poisonous substance but very unusual to 
find in a mailbox. 

 
• The formulation of olive drab paint to exactly match paint of a Soviet tank 
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Appendix 
 
The Client sent me dozens of newspaper clippings about NPPD that appeared following the 
White House News Briefing of August 21, 1985.  I have included a few of them here along 
with some later articles up to February 1986 when Karen Hammerstrom of the EPA issued 
her report on the results of the Moscow sampling trip.  The items included along with 
comments are: 
 

1. Thursday, August 22, 1985,  The Kansas City Times 
 U.S. protests Soviet ‘spy dust’ 

a. This was the first article that I saw 
2. Thursday, August 22, 1985,  The Washington Post  (three pages) 

At Moscow Embassy, Continuous Shadow War 
Substance Unfamiliar to Chemists 
State Department Statement 

3. Cartoons Related to “Spy Dust” 

4. September 2, 1985, Newsweek 
The Soviet Spy-Dust Scare 

5. September 16, 1985 
Jack Anderson Article 

a. The article includes “Nosenko didn’t know the exact chemical used, but he 
reported that Mr. Langelle’s maid had dusted the diplomat’s shoes with it. 

b. The KBG, using a sniffer dog, tracked Mr. Langelle to the mailbox - -“ 
c. This was probably the tall oil that had been placed on embassy doormats that 

we identified in 1972. 
6. Date and source not recorded, probably August of September 1985 

“Spy Dust” Irritates Diplomats 
a. I found this article interesting in that The Aldrich Chemical Company “had no 

information on NPPD”.  Ten years earlier they had rejected my request that 
they synthesize some of it. 

7. Monday, September 16, 1985, The Washington Post, Jack Anderson and Dale 
Atta 
Soviets Sprinkle ‘Spy Dust” for years 

a. This article includes another mention of the use of a sniffer dog and probably 
tall oil as the tracking agent. 

8. February 24, 1986, Chemical and Engineering News 
Tests show spy dust not a health hazard 

9. Probably February 1986, Science 
After the Spydust Settled 

a. This article was after, and about the EPA’s report on Moscow samples. 
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Washington Post – August 22, 1985 – Front Page Article 
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Washington Post – August 22, 1985 
page 28 
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Washington Post -  August 22, 1985 
page 28 
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tell you is there is no doubt that the KGB is important consideration in the timing of the Kim Willenson in Washington 

NEWSWEEK/SEPTEMBER 2, 1985 
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Newspaper?  -   
Sept 16, 1985 
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Chemical and Engineering News – Feb 24, 1986 
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